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The public models on the model hosting platforms have undergone exponential growth, allowing developers to
build upon existing models rather than training from scratch. These models are continuously reused, modified,
and re-distributed similar to traditional software components, breeding a dense and rapidly evolving model
supply chain. However, while enjoying the benefits of model reuse, developers also inherit supply chain risks
ranging from legal liabilities to security threats. To mitigate these risks, a well-established model dependency
graph can significantly benefit supply chain risk governance. Unfortunately, although model hosting platforms
offer mechanisms for dependency disclosure, such declarations are optional and frequently missing.

To address this challenge, we propose a novel model dependency recovering framework TENsoORLoOCK. It
works in two phases; i.e., (1) model clustering, and (2) type-aware dependency identification within these
clusters. In the first phase, TENsoRLock performs connectivity-based clustering to accommodate the open-
ended dependency topology, grouping models with dependency relations. In the second phase, TENSORLOCK
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employs a divide-and-conquer strategy, leveraging distinct type-specific fingerprints to first identify data-
free dependencies (Quantization and Merging), and then resolve data-driven Fine-Tuning dependencies. Our
evaluation demonstrates that TENsorRLock substantially outperforms state-of-the-art approaches, achieving
an ARI of 0.96 in clustering and a DF1 of 0.82 in dependency identification, improving over the best baselines
by at least 39% and 193%, respectively. Additionally, we apply TENSORLock to 289 supposedly isolated models
and recover 189 previously missing model dependencies, with 42 model authors confirming our findings.

CCS Concepts: « Computing methodologies — Artificial intelligence; « Software and its engineering
— Software maintenance tools; « Computer systems organization — Neural networks; » Security and
privacy — Systems security.

Additional Key Words and Phrases: model supply chain, model dependency recovery, model fingerprinting,
model provenance

ACM Reference Format:

Susheng Wu, Ziqian Chen, Chengyuan Li, Kaifeng Huang, Zekai Chen, Yijian Wu, Bihuan Chen, Yiheng
Cao, Zhuotong Zhou, Yiheng Huang, and Xin Peng. 2026. TENsorRLocCK: Recovering Model Dependency
for Model Supply Chain. Proc. ACM Softw. Eng. 3, ISSTA, Article ISSTA028 (October 2026), 23 pages. https:
//doi.org/10.1145/3832119

1 Introduction

The public models on the model hosting platforms (e.g., Hugging Face) have undergone exponential
growth, allowing developers to build upon existing models rather than training from scratch [4, 24,
27]. These models are then continuously reused, modified, and re-distributed similar to traditional
software components, which breeds a dense and rapidly evolving model supply chain [19, 42].
However, while enjoying the benefits of reusing models, the risks are also inherited [8, 12, 19, 42],
from legal liabilities (e.g., intellectual property violations) to security threats [15, 23, 24] (e.g.,
backdoors, jailbreaks, and prompt injection). For example, Jia et al. [23] demonstrate that backdoors
embedded in pre-trained encoders can propagate to downstream models, and Greshake et al. [15]
show that prompt injection attacks can compromise downstream models.

A well-established model dependency can significantly benefit the model supply chain risk gov-
ernance. From an upstream perspective, it allows model providers to track model modification and
distribution, aiding the detection of unauthorized use and license violations. From a downstream
perspective, it enables application developers to trace model provenance and perform timely im-
pact analysis when upstream security threats (e.g., model poisoning [41, 47]) emerge. However,
recovering model dependencies is non-trivial. Unlike traditional software components, which
contain explicit symbolic references that can be readily traced to their origins (e.g., config files like
package-lock.json), the models primarily consist of weights and architectural information, providing
no inherent indicators of their dependency. Although model hosting platforms offer mechanisms for
dependency disclosure (e.g., the base model field in Hugging Face model cards), such declarations are
optional and frequently absent. For example, Horwitz et al. [17] show that models on Hugging Face
form a directed acyclic graph (DAG), yet only 15.4% of models explicitly declare their dependencies
[36], and more than 60% dependent models lack dependency information altogether [18].

Existing Approaches. Model watermarking identifies model dependencies by embedding
specific patterns into the weights during the initial training phase. Because these patterns remain
unerasable after subsequent modifications, they serve as a unique identifier of the model’s origin.
However, the watermark can only be verified by the model owner who possesses the secret key,
limiting the watermark’s applicability in third-party or community-wide dependency analysis.

In contrast, model fingerprinting extracts distinctive features (e.g., parameter statistics or output
behaviors) to infer model dependencies, making it a promising non-intrusive approach for identify-
ing model dependency. Based on the identified dependency granularity, existing fingerprinting
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approaches can be categorized into pair-wise [3, 6, 7, 16, 25, 30, 32, 34, 35, 39, 45, 48, 50, 52, 53, 56, 57],
cluster-wise [43], and tree-wise [18]. Pair-wise approaches, such as REeF [56], rely on a pre-specified
base model to compute similarity against other suspicious models using the aforementioned fea-
tures. A high similarity score with these comparisons suggests a dependency between the base and
the suspicious models. Cluster-wise approaches (e.g., TENSORGUARD [43]) group models into the
same cluster based on pair-wise similarity. While clustering is a crucial step for tracking model
dependency, it does not distinguish the relative positions or directional relationships among models
within a cluster. To this end, tree-wise approaches extend cluster-wise methods by identifying
intra-cluster dependencies, organizing them around base models within the cluster. For instance,
MoTHER [18] models dependencies as a tree structure rooted at a single source model. Nevertheless,
we identify two major challenges in existing approaches.

Challenge 1: Open-Ended Model Dependency Topology. From an ecosystem-wide perspec-
tive, base models form an open-ended population rather than a pre-specified set. However, existing
cluster-wise approaches perform clustering with a pre-defined number of clusters (i.e., base models),
where incorrectly estimated cluster numbers (i.e., underestimating or overestimating the number
of base models) can lead to misclassification (i.e., grouping unrelated models together or separating
related models apart). Moreover, cluster-wise approaches assume that all models directly derive
from the base model, and thus measure similarity in a flat manner by comparing each model against
the base model. However, in practice, model dependencies often follow a chain-like topology where
models are iteratively modified and redistributed across multiple hops (i.e., transitive dependencies).
In such cases, dissimilarities accumulate with each hop, causing distant derivatives to fall outside
the similarity threshold and be excluded from the correct cluster.

Challenge 2: Mixed Dependency Types. Real-world model dependencies form a directed
acyclic graph (DAG) with diverse dependency types (e.g., Fine-Tuning, Merging, Quantization),
where Merging introduces multi-parent dependencies. Unfortunately, the state-of-the-art tree-
wise approach MoTHER assumes each model has a single parent, focusing exclusively on Fine-
Tuning dependencies and employing distance-based and direction-based metrics. Such metrics are
inherently tailored to Fine-Tuning and fail to capture the distinct weight-space characteristics of
Merging and Quantization dependencies.

Empirical Study and Goal. We begin with an empirical study to understand the dependency
prevalence and dependency types of model reuse. Our study reveals that model reuse is a dominant
but poorly managed practice, largely centered on transformer-based models and complicated by
transitive dependency topology and diverse dependency types. To bridge this gap, our goal is to
construct a type-aware model dependency graph (MDG), which facilitates effective model supply
chain governance by enabling impact analysis and root-cause tracking.

Our Framework. To achieve this goal, we propose TENsORLOCK, a novel model dependency
recovering framework that takes a set of candidate transformer-based models as input, identifies
and outputs their dependencies as a type-aware MDG. TENSORLOCK operates in two phases: (1)
model clustering to handle open-ended dependency topology (addressing Challenge 1), and (2)
type-aware dependency identification within these clusters (addressing Challenge 2). In Phase-1,
TeENsorLock adopts connectivity-based clustering. Instead of assuming a fixed number of base
models, it adaptively determines cluster numbers based on density connectivity. The connectivity
is quantified using statistical features (e.g., standard deviation, skewness, kurtosis) derived from the
Multi-Head Self-Attention layer weights. This enables TENsORLOCK to accurately determine the
number of clusters and effectively trace chain-like dependencies through intermediate neighbors. In
Phase-2, TENsorLock adopts a divide-and-conquer strategy in identifying model dependencies and
their types to avoid misclassification. As data-free dependencies (e.g., Quantization and Merging)
preserve distinct weight-space characteristics between parent and child weights, TENsorRLock
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prioritizes their identification. For Quantization, which inherently collapses continuous weight
distributions onto discrete weight distributions, TENSORLOCK measures the statistical alignment
via Normalized Mutual Information that is robust to discretization noise. For Merging, TENSORLOCK
verifies whether the candidate’s weights can be reconstructed via linear interpolation or sparse
task vector aggregation from parent candidates. Once Quantization and Merging dependencies are
determined, TENsORLOCK then resolves the remaining Fine-Tuning dependencies by l,-norm based
distance and singular value entropy-based direction. Finally, the identified Quantization, Merging,
and Fine-Tuning dependencies jointly form a unified type-aware MDG.

Evaluation. We first construct MDGBENCH, a comprehensive benchmark comprising 137 real-
world models and 131 dependency edges across multiple domains with three dependency types
(Fine-Tuning, Quantization, Merging), which is the first benchmark supporting both cluster-wise
and graph-wise evaluation. For effectiveness evaluation, TENsoRLock achieves an ARI of 0.96 in
clustering, outperforming the best baseline HUREF (0.69) by 39%. For dependency identification,
TensorLock * achieves a DF1 of 0.82, outperforming MOTHER* (0.28) by 193%. For usefulness
evaluation, we apply TENSORLOCK to 289 supposedly isolated models that miss the model depen-
dency. TENsorRLock identifies that 189 (65%) of them actually have dependencies with existing
model clusters. To date, 42 developers have confirmed and updated our identified dependencies.
Notably, for 38 identified dependencies, both the parent and child models rank within the top 1,000
most-downloaded on Hugging Face, demonstrating the community-wise contribution of TENSOR-
Lock.

Contributions. This paper makes the following contributions.

e Framework. We propose TENSORLOCK, the first framework that constructs type-aware model
dependency graph by first conducting connectivity-based clustering and then leveraging type-
specific fingerprints to accurately identify model dependencies.

e Benchmark. We construct MDGBENCH, a comprehensive benchmark comprising 137 real-world
models across multiple domains with three dependency types. MDGBENCH supports both cluster-
wise and graph-wise evaluation with diverse model formats (e.g., safetensors, GGUF, GPTQ).

e Evaluation. We conduct comprehensive evaluation to demonstrate TENSORLOCK’s superior
effectiveness and usefulness in recovering model dependencies.

2 Empirical Study

To validate the prevalence of model dependency opacity and motivate the necessity for automated
dependency identification, we first conducted a preliminary empirical study on Hugging Face
model dependency. Our study is guided by the following three research questions:

e RQ1 Dependency Prevalence & Opacity in Model Supply Chain: How prevalent is model
dependency in the model supply chain, and how well is it currently managed?

¢ RQ2 Dominant Architectures in Model Supply Chain: Which model architecture constitutes
the backbone of the current model supply chain?

¢ RQ3 Dependency Types in Model Supply Chain: What types of dependencies exist in the
model supply chain?

Model Dependency Identification. We focused on the top 10,000 most downloaded models on
Hugging Face (as of November 30, 2025) to ensure that our analysis captured high-impact models
within the supply chain. From this population, we constructed a statistically representative sample
of 369 models (95% confidence level, 5% margin of error). To establish a reliable ground truth and
mitigate the known incompleteness of model cards, two domain experts (each with over three
years of experience in deep learning) independently identified the model dependency along with
dependency type of every sampled model. This manual inspection involved cross-referencing
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Table 1. Distribution of Model Dependency Type Across Domains

Domain FFT QT MG PEFT Distill Convert RL | Total

NLP 100 59 16 3 2 1 1

Cv 7 4 1 2 0 0 0 14
Audio 12 0 0 0 0 1 0 13
Multimodal 5 3 2 0 0 0 11
Other 2 0 0 0 0 0 0 2
Total 126 66 18 7 2 2 1 222

model cards (READMEs), associated research papers, repository commit histories, and training
configuration files, achieving a Cohen’s Kappa of 0.971; all discrepancies were resolved through
adjudication by a third expert. During this process, we identified 119 undeclared dependencies
linking sampled models to their parents and corrected 2 erroneous dependency declarations in the
model cards. Notably, both of the 2 erroneous dependencies are Merging mislabeled as Fine-Tuning.
This mislabeling resulted in missing multi-parent dependencies. Based on the identified dependency,
we stratified models into three structural roles; i.e., Dependent Models M; (nodes with an in-degree
> 0) obtained by reusing upstream parents; Base Models M (nodes with an out-degree > 0) acting as
the source for downstream models; and Isolated Models M; (nodes with no in-degree or out-degree),
which exhibit no connectivity to other models in the sampled supply chain.

2.1 RQ1: Dependency Prevalence & Opacity in Model Supply Chain

81.8% (302/369) of the sampled models participate in model reuse. Among these, 64.9% (196/302) serve
as Mp, providing the foundation for downstream reused models, while 73.5%(222/302) function
as My. Most notably, 38.1% (115/302) of models simultaneously occupy both roles, acting as a
dependent child of an upstream parent while serving as a base for further reused models. This
significant overlap confirms that the model supply chain is not merely a collection of isolated
pair-wise interactions but a complex dependency network. On the one hand, 53.6% of identified
dependencies were absent from model cards. On the other hand, among the remaining 67 (18.2%)
models classified as M;, the lack of explicit knowledge makes it impossible even for our experts to
manually determine whether they are involved in the supply chain. The poor management of model
dependency leads to the fragmentation of model supply chains for the provenance of high-impact
models, creating significant risks for both upstream and downstream stakeholders.

Finding 1: Model reuse is pervasive (81.8%) with complex transitive topologies, yet 53.6% of
these model dependencies are undeclared and poorly managed.

2.2 RQ2: Dominant Architectures in Model Supply Chain

As detailed in Table 1, an overwhelming 96.4% (214/222) of all identified dependency edges occur
between transformer-based models, underscoring their central role in the model supply chain. In the
NLP domain, this dominance is absolute: all 182 dependency edges involve transformer architectures,
driven by the widespread adoption of LLMs. Only 8 edges involve non-transformer models; i.e., 7
in CV and 1 in multimodal while all dependencies in other domains remain transformer-based.

Finding 2: Transformer-based models dominate (96.4%) the model supply chain.
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Fig. 1. Overview of TENSORLoOCK

2.3 RQ3: Dependency Types in Model Supply Chain

We categorized all My by domain and analyzed the specific dependency types employed during
their creation. As detailed in Table 1, our analysis reveals that the vast majority of identified
dependencies (97.7%) are concentrated in three primary categories; i.e., Fine-Tuning (i.e., Fully Fine-
Tuning and Parameter-Efficient Fine-Tuning, hereafter FFT and PEFT), Quantization (QT), Merging
(MG). Notably, Merge can introduce multi-parent dependencies, transforming simple model trees
into complex DAGs. PEFT accounts for a relatively small proportion within the top 10,000 models,
as PEFT-derived models typically reside at the periphery of the supply chain (i.e., leaf nodes with
lower download counts). The remaining dependencies include Distillation (Distill), Convert, and
Reinforcement Learning (RL), which, while less frequent, represent specialized dependency types.

Finding 3: Model dependency types are diverse and complex, with a predominant percentage
of 97.7% concentrated in Fine-Tuning, Quantization, and Merging.

Summary. These results confirm that model reuse is a dominant but poorly managed practice,
largely centered on transformer-based models and complicated by transitive dependency topology
and diverse dependency types. This raises the emergent need of automated model dependency iden-
tification, especially for transformer-based models.

3 Framework

Inspired by the empirical findings, we designed TENsoRLOCK, a model dependency recovering frame-
work that takes a set of candidate transformer-based models as input, identifies and outputs their
dependencies as a type-aware MDG. TENsoRLock constructs the MDG through two phases; i.e.,
identifying disjoint model clusters (Sec. 3.2), and identifying dependency within these clusters (Sec.
3.3 and 3.4) as shown in Fig. 1.

3.1 Assumptions and Definitions

Assumption of Accessible Model Weights: We assume that the analyst has access solely to the
published model weight files (e.g., . safetensors, .bin, .pt, . gguf), which are typically distributed
via public platforms like Hugging Face. This assumption aligns with standard white-box finger-
printing paradigms. Original training data and source code are often inaccessible, and configuration
files are frequently poorly managed, rendering metadata-based identification inadequate [18].

Assumption of a Shared Base Model: We restrict model merging to scenarios where all parent
models share a common pre-trained ancestor. This restriction aligns with the prerequisite of current
model merging techniques [21, 22, 46, 49]; i.e., merging is effective only when parent models are
fine-tuned variants of the same base model or the base model itself, as their weight distributions
remain sufficiently similar to enable meaningful interpolation or aggregation.
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Definition of the Model Weights: Formally, given a model m from a set of candidate models
m € M, we define its weight space as ©,,, = { L")} 1_;» where L denotes the total number of layers.

Each layer £ is decomposed into two distinct weight sets: the Multi-Head Self-Attention (MSA)

and the Feed-Forward Network (FFN), denoted as £V = Wz% A Y W1(=IF)N The MSA components
capture contextual dependencies via attention mechanisms, while the FFN components stores
factual knowledge and performing non-linear transformations [14].

Definition of Data-free and Data-driven Dependencies: We categorize model dependency
types into two groups based on whether additional training data is required for the transformation.
Data-free dependencies arise from deterministic weight transformations that do not involve training
data, such as Quantization and Merging. These dependencies preserve distinct relationships between
parent and child model weights, enabling precise identification through weight distribution analysis.
Data-driven dependencies arise from training-based transformations that require external data, such
as Fine-Tuning. Since the original training data is typically inaccessible, these dependencies in-
duce non-deterministic weight shifts and thus can only be inferred through relative distance and
directional analysis.

3.2 Connectivity-Based Model Clusters Generation

Existing approaches (e.g., TENSORGUARD [43]) require pre-specifying the number of clusters and
rely on flat comparisons that fail to capture chain-like transitive dependencies. To address this,
TeNsorLock adopts a connectivity-based clustering approach utilizing HDBSCAN [5]. Formally,
we denote the resulting cluster set as C = {Cy,Cs, ..., C,}, where n is automatically determined by
the connectivity structure rather than pre-specified. Each cluster C; contains a subset of models
such that all clusters are disjoint (C; N C; = 0 for any i # j), and their union covers the entire
model set (UL, C; = M). The clustering process consists of two steps; i.e., distance quantification
and connectivity-based clustering.

First, TENSORLOCK computes the pair-wise distances among the models. TENSORLoOCK exclusively
utilizes the MSA weights (Wl(vg ) rather than the complete layer weights (L D) for distance compu-
tation. We exclude FFN weights as they serve as domain-sensitive key-value memories, undergoing
substantial weight adaptation to accommodate new factual knowledge during model reuse (e.g.,
fine-tuning [14, 31]). Conversely, MSA encodes generalizable contextual patterns and maintains
higher invariance and stability across the same lineage [40]. Specifically, TENsORLOCK extracts the
MSA weights for each model and aligns their dimensions by truncating to the minimum depth
Limin = min(L;, L;). Each MSA layer consists of four components k € {Q, K, V, O}, corresponding to
the Query, Key, Value, and Output projection matrices. For each component « at layer /, TENSORLOCK

computes three statistical features; i.e., standard deviation sd,(<l> (D ()

, skewness sk, ’, and kurtosis kuy
The features at each layer are concatenated to form feature vectors f}; = [Sd,(<1>, . d,(ch‘“)], and
similarly for f}| and f . The similarity is computed by averaging the Spearman rank correlations

p(+,-) across all statistical features and MSA components, formally defined as follows:
1 1
swsa(mim)) =5 0 2 (P85 B8 ) + P £5) + P (S 85,)) (1)
ke{Q.K,V,0}

Second, to derive the pairwise distance for clustering, TENSORLOCK constructs a connectivity
graph Geonn = (M, Econn), Where anedge (m;, m;) € Econp exists if and only if spsa (14, M) 2 Teonn.
The distance dysa (m;, m;) is defined as the shortest hop count between m; and m; in Geonn:

dvsa(mi,m;) =  min |p|, (2)
peEP(my,m;)
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where P (m;, m;) denotes the set of all paths between m; and m; in Geonn, and |p| is the number
of hops along path p. dyisa(m;, m;j) = oo if m; is not reachable from m;. This connectivity-based
distance offers two advantages over direct similarity; i.e., (1) the threshold zcony filters out low-
confidence connections, reducing spurious edges; (2) hop-count captures transitive relationships,
allowing models with low direct similarity to be grouped via intermediate connections (e.g., m; —
m; — my,). These distances are subsequently arranged into a connectivity matrix Acopy € RIMXIMI,
in which each entry d(m;, m;) corresponds to the distance between models m; and m;. Given Aconn,
TeNsoRrLock applies HDBSCAN to construct a cluster hierarchy based on the connectivity and
extracts stable clusters through hierarchical density analysis. This connectivity-based formulation
automatically determines cluster numbers and preserves arbitrary cluster shapes, avoiding the
fragmentation of chain-like or sibling-like dependencies, yielding C = {C1,Cs,...,Cp}.

3.3 Data-Free Dependency ldentification

As established in the definition of data-free and data-driven dependencies, data-free dependencies
preserve deterministic mathematical feature between parent and child weights, enabling precise
identification through their distinct transformational paradigms. Therefore, TENsORLOCK prioritizes
the identification of these dependencies over data-driven ones. Based on the extensive usage
indicated from our empirical analysis, this module primarily targets Quantization and Merging.
Nevertheless, TENSORLOCK can be readily extended to other data-free dependencies.

3.3.1 Quantization Dependency Identification. TENSORLOCK first identifies the set of Quantization
dependency edges, denoted as Egr = {(m,, mq) | mp, mg € C}, where m,, is the parent model and
my is the quantized model. This process involves two steps; i.e., Candidate Quantized and Parent
Models Identification, and Quantization Dependency Identification.

Candidate Quantized and Parent Models Identification. To minimize computational over-
head, TENsorLock employs a heuristic detection strategy. Initially, TENsorLock performs a light-
weight model format scan to identify models with explicit Quantization suffixes (e.g., . gguf). For
general formats (e.g., . safetensors) without explicit quantization indicators, TENsorLock iden-
tifies the weight files for internal Quantization signatures, such as specific weight names (e.g.,
qweight, scales) or low-precision data types (e.g., int4, int8). The identified models by our
heuristic strategy are treated as candidate quantized models M, and models that exhibit neither of
these traits are classified as candidate parent models M, = M\ M,.

Quantization Dependency Identification. Quantization reduces model storage and compu-
tational costs by representing weights with lower bit-width integers (e.g., INT4, INT8), enabling
efficient deployment on resource-constrained devices. This bit-width reduction inherently imposes
a unique weight transformation. i.e., collapsing the continuous weight distribution onto a discrete,
uniformly spaced grid. While specific implementations vary, ranging from activation-aware scaling
(AWQ) to Hessian-based error compensation (GPTQ), we observe that they all adhere to a gener-
alized affine formulation [10-13, 29]; i.e, ©. ~ S - round ((8, + €)/S + Z). In this paradigm, the
scale factor S and zero-point Z (which is often set to zero in GPTQ and AWQ) dictate the structure
of the target value space, while € denotes method-specific calibration offsets that compensate
for quantization error (e.g., Hessian-based adjustments in GPTQ or activation-aware scaling in
AWQ). This operation imposes a unique Quantization weight transformation. i.e., it collapses the
continuous weight distribution of the parent model onto a discrete, uniformly spaced grid, which
makes it distinguishable from other dependency type. Leveraging this uniqueness, TENSORLOCK
computes the statistical alignment between a candidate model’s and the parent’s shared discrete
weight distribution as a verifiable fingerprint of their dependency.
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To quantify the structural alignment between the parent and candidate models, we propose the
Quantization Provenance Score (QPS). Given a candidate parent model m, € M, and a candidate
quantized model m; € My, TENSORLOCK first grids the flattened weight vector of each layer !
into discrete probability distributions P) and Q") using histogram binning with B bins, where
|B| denotes the number of bins. Fewer bins reduce distributional details, whereas excessive bins
yield sparse counts that compromise statistical reliability. Unlike standard geometric metrics (e.g.,
Euclidean distance) which are sensitive to the absolute numerical shifts and noise introduced by
the rounding operation, we employ Normalized Mutual Information (NMI). NMI is robust to scaling
and shifting, focusing instead on the statistical dependence between distributions. In our context,
it measures how accurately the candidate’s weight distribution preserves the information structure
of the parent’s original grid. The QPS is defined as the layer-averaged NMI:

L

1 Z 2-1(PD; o)

QPS(mp, mg) = NMI(P, Q) = ~ H(PD) + H(QD) ©

=1
where H(-) denotes Shannon entropy, and I(P”); 01V)) is the mutual information quantifying the
statistical dependence between the parent’s distribution P() and the candidate’s distribution Q¥).
A high QPS indicates that the candidate retains the distribution of the parent’s quantization grid.
TEnsorLock identifies the true parent by selecting the candidate that maximizes QPS, yielding Egr.

3.3.2 Merging Dependency ldentification. TENsoRLock then identifies the set of Merging depen-
dency edges, denoted as Eyg = {(mpl, Mpys ooy Mp M) | My, My, My, My € C}, where
My, My,, ..., M, are parent models and m,, is the merged model. This process involves Candidate
Merged and Parent Models Identification and Merging Dependency Identification.

Candidate Merged and Parent Models Identification. Unlike Quantization with explicit
signatures, merged models inherit their parents’ format and weights, making heuristic-based
detection ineffective. To address this, we exploit the inherent characteristic of model merging,
where a merged model inherits parameters from multiple parent models simultaneously and shares a
high similarity with its parent [49]. Based on the observation, TENSORLOCK re-leverages MSA-Based
Similarity (Eq. 1) and the threshold 7.y, to identify candidate merged models and their parents.
For each model m, we define its candidate parent set as M,(m) = {m’ € C | sysa(m, m’) 2= Teonn}-
If IM,(m)| > 2, the model m is identified as a candidate merged model, and the models within
M, (m) are treated as the initial set of candidate parent models.

Merging Dependency Identification. The candidate identification may introduce false posi-
tives, as other high-connectivity models (e.g., the root model or models in the middle of a chain)
can also satisfy the | M, (m)| > 2. To distinguish true merged models from such false positives and
identify their actual parents, we categorize current Merging operations into Interpolation and Task
Vector Aggregation according to Yang et al. [49].

e Linear Interpolation. Interpolation, e.g., Linear Interpolation (Lerp) and Spherical Linear In-
terpolation (SLERP), is inherently a dual-parent paradigm that blends the weights of exactly
two parent models. These methods adhere to a generalized interpolation formulation; i.e.,
Om,, = F(0p,,0,,,t), where ©,, and ©,, denote the weights of the two parent models, and
t € [0, 1] is the mixing coefficient that controls their relative contribution. If a candidate model
mp, is indeed interpolated from parents m; and m;, there exists a specific ¢ such that ©,,,, ex-
hibits high directional alignment with the interpolated weights of m; and m, under the mixing
coefficient ¢. To this end, TENsoRLocK exploits this paradigm, treating the directional alignment
between a candidate’s weights and the interpolation coefficient of m; and m; as a verifiable
fingerprint of Interpolation. To quantify the alignment, we propose the Interpolation Provenance
Score (IPS). Unlike Euclidean distance that is sensitive to magnitude differences between Lerp and
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SLERP, we employ Cosine Similarity as a unified metric, which measures directional alignment
while being invariant to scalar variations. For each layer I and component type k € {MSA, FEN},

TENsorLock searches the optimal mixing coefficient t:! ¢ [0, 1] that maximizes the Cosine

Similarity between W( and the interpolated weights (1 — t)W(l) +t- W(l) The IPS is then
defined as the layer- averaged maximum similarity, where a hlgher IPS over the threshold 7,
indicates that the candidate resides on the interpolation path between the two parents.

L
1 .
IPS(mpm, mi, mj) = oL Z Jnax, CosSim(W ), (1 — t)W,((lf +t- W,(Clj) (4)

o Sparse Task Vector Aggregation. Unlike Interpolation which operates directly on model weights,
Sparse Task Vector Aggregation techniques (e.g., TIES [46], DARE [51], DARE-TIES) manipulate
the weight shifts A = © — Opqe, termed task vectors. These techniques adhere to a generalized
sparse aggregation formulation; i.e., ©p, = Obase + 2; @iA;, Where A; denotes the sparsified
task vector. This paradigm imposes a unique weight transformation; i.e., the merged model
largely preserves the base weights, with deviations confined to a sparse subspace spanned by
parent task vectors. If a candidate model m,, is indeed aggregated from parents, its residual
Om,, — Opase should be linearly decomposable into sparse combinations of parent task vectors.
To this end, TENsSORLOCK exploits this paradigm, treating the sparse linear decomposability of
the candidate’s residual as a verifiable fingerprint of Sparse Task Vector Aggregation. To verify
this sparse linear decomposability, given a candidate merged model m,, and its candidate parent
set M, (m,,), TENsorLock first identifies the base model my,se as the model with the highest
connectivity in M, (my,), since the shared pre-trained ancestor typically exhibits the strongest
connections to all derived models. The remaining models form the candidate task model set
Miask = Mp(mp) \ {Mpase }. However, Mi,q may include false positives, as high-connectivity
models (e.g., sibling fine-tuned variants) can exhibit strong similarity without being actual
parents. To identify true parents, TENsoRLock employs LASSO regression [38] to reconstruct
the candidate’s residual Ap,,, = ©y,,, — O, as a sparse linear combination of task vectors
{A; =Op, — Oy, | Mi € Miagk}. The L1 regularization inherent in LASSO shrinks irrelevant
coefficients to exactly zero, automatically filtering out non-parent models. Models with non-zero
coefficients form the identified parent set M , = {m; € Mk | a; # 0}. We then propose the

Task Vector Provenance Score (TPS) to quantify reconstruction quality, where A( ) . xand A(l)
denote the task vectors at layer ! for component k. A high TPS indicates that the candldate s
residual is well explained by the identified parent task vectors. TENSORLOCK confirms the merge
if TPS > 1,4, yielding the final parent set M/ , U {mpase }-

1 1
L A% = Smemr b2

TPs(mm,Mtask):lZ S|i- e %, )

I
2L = ishreNy A% 2

3.4 Data-Driven Dependency ldentification

Identifying dependencies in data-driven Fine-Tuning (including FFT and PEFT) is inherently chal-
lenging compared to data-free paradigms, as the inaccessibility of training data precludes deter-
ministic verification. Inspired by MOTHER which infers Fine-Tuning dependencies via parameter
relative distance and direction, TENsorLock first calculates the pair-wise Fine-Tuning distance and
direction matrices given each cluster C; € C (Sec. 3.4.1). Based on the pre-deterministic data-free
edges recognized, TENSORLOCK then refines the distance and direction matrices and identifies the
Fine-Tuning dependency edges (Sec. 3.4.2). After traversing all clusters, TENsoRLock yields the final
Model Dependency Graph G = { M, &}, where & represents the complete set of dependency edges.
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3.4.1 Model Distance and Direction Calculation. Given a cluster of models C;, TENSORLOCK outputs
a pair-wise distance matrix Ay;s and a binary direction matrix Ag;.

To calculate model distance for identifying fine-tuning dependencies, we additionally account
for FFN layers, which encode task-specific factual knowledge acquired during fine-tuning [14].
Accordingly, for each pair of models (m;, m;), TENsoRLock computes the fine-tuning distance as
the layer-wise l,-norm averaged over both MSA and FFN components. This yields the pair-wise
distance matrix Ag;s € RICGI¥ICi,

N 0 0 0 0
ﬂdis(mi» mj) = i Z (”WMSA,I' - WMSA,j”2 + ”WFFN,Z' - WFFNJHZ) (6)
1=1

To determine dependency directions, we leverage spectral analysis. This approach differs from [18],
which uses kurtosis to detect weight “specialization” based on the observation that weight outliers
increase during pre-training but decrease during fine-tuning. However, the kurtosis-based calcula-
tion becomes unstable for models with large-scale parameters (e.g., LLMs), as the massive parameter
space statistically drowns out the subtle outlier shifts caused by fine-tuning [2]. Intuitively, as
a model specializes for a specific task, it activates additional expressive dimensions to encode
task-specific knowledge, leading to an increase in the effective rank and higher spectral entropy
[18]. Based on this insight, we compute a layer-wise spectral entropy difference as the directionality
indicator. Concretely, for each weight matrix W, we perform Singular Value Decomposition (SVD)
as W = UXVT, where X = diag(oy, 03, . . ., o) contains the singular values. We normalize these
singular values to form a probability distribution p; = 0;/}_; 0}, from which we compute the
spectral entropy Hy(W) = — X}7_, p; log p; (analogous to the Shannon entropy in Sec. 3.3). Given
two models m; and m}, the directionality score is computed as:

L
Stmump =223 > (HoW) - Hy W) ")

I=1 € {MSAFFN}

Finally, we construct the binary direction matrix Ag;, € {0, 1}/¢*XICI where Ay, [i,j] = 1 if and
only if S(m;, m;) > 0, indicating a valid dependency direction from the lower-entropy generalist
parent m; to the higher-entropy specialized child m;.

TensorLock then updates Ay;s and Ay;, with the identified deterministic dependencies Efyed =
&gt U Epg. For every identified child model m, involved in a fixed dependency (either (m,,,m.) €
&gt with a single parent, or {(m,,,...,my,, m.) € Eyg with multiple parents), TENSORLOCK per-
forms two topological corrections. First, it strictly enforces directionality by updating the direction
matrix entries Ag;-[my,, mc] = 1 for all parents m,,. Second, TENsORLoCK sets the distance of these
validated edges to zero (i.e., Ag;s(myp,, mc) < 0) and effectively prunes all other potential parents
mi & {my,, ..., myp, } by setting their distance to infinity (i.e., Aqgis (Mg, m) < co). This constraint
injection process yields the refined matrices A, and A/ .

3.4.2 Fine-Tuning Dependency ldentification. Unlike Merging which has multiple parent depen-
dencies, Fine-Tuning inherently follows a single-parent paradigm. This structural implies that the
fine-tuning dependencies within a cluster naturally form a tree topology. Consequently, identifying
fine-tuning dependencies can be formulated as finding a directed spanning tree that minimizes the
total edge weight (i.e., parameter distance) while respecting the directionality constraints encoded
in A/, .ie., the Minimum Directed Spanning Tree (MDST) problem.

Based on A, and A/, , TENsorLock identifies the Model Dependency Graph via Chu-Liu-
Edmonds’ algorithm for MDST [9, 18]. However, a fundamental topological mismatch arises. The
deterministic dependencies in Egyeq inherently induce a DAG structure with multi-parent nodes (e.g.,
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Merging). When MDST incorporates the zero-distance edges from A/, it greedily satisfies these
multi-parent constraints but leaves the parent nodes as isolated roots, fracturing the dependency
of their upstream models. To this end, TENsoRLock adopts a detach-resolve-reattach strategy that
generalizes to any multi-parent dependency type captured in Egyeq. First, TENSORLOCK temporarily
detaches all multi-parent child nodes (along with their downstream subgraphs) from the initial
MDST. Second, TENSORLOCK re-executes the MDST algorithm on the remaining subgraph, which
now correctly resolves the shared upstream lineage of the previously isolated parent nodes. Finally,
TENsorRLock reattaches the detached subgraphs using the deterministic zero-distance edges in
A, preserving both the validated multi-parent relationships and the identified upstream ancestry.
After traversing all clusters in C, TENsoRLock aggregates the identified dependency edges from
both data-free (Egr, Emc) and data-driven (Epr) phases, yielding the final Model Dependency
Graph G = {M, E}, where & = Eqgr U Eng U Epr represents the complete set of dependency edges.

4 Evaluation

We first establish a comprehensive model dependency benchmark MDGBENCH. Building on this
benchmark, we evaluate the effectiveness of TENsoRLock. Additionally, we apply this framework to
automatically identify dependencies for real-world isolated models. All experiments were uniformly
executed on a standardized hardware setup consisting of four NVIDIA A100 80GB GPUs. Our
evaluation is structured around the following five research questions (RQs):

e RQ4: Effectiveness Evaluation. How effective is TENsorRLOCK in recovering model dependen-
cies across different domains and dependency types compared to state-of-the-art approaches?

e RQ5: Ablation Study. How is each component’s contribution to TENSORLOCK’s effectiveness?

e RQ6: Sensitivity Analysis. How do hyperparameters affect the effectiveness of TENSORLOCK?

o RQ7: Efficiency Evaluation. What is TENSORLOCK’s time cost in identifying dependencies?

e RQ8: Usefulness Evaluation. What is the usefulness of TENSORLOCK?

4.1 Benchmark Construction

Existing approaches for model dependency identification often construct dedicated datasets for
evaluation. As summarized in Table 2, we assess these datasets or benchmarks along three di-
mensions: (1) Characteristics, including whether models are collected from real-world repositories,
whether multiple domains are covered, and whether multiple dependency types are supported; (2)
Granularity, indicating whether the benchmark supports cluster-level grouping and graph-level
dependency reconstruction; and (3) Scale, measured by the number of models, clusters, edges, and
parameter sizes. Most existing datasets or benchmarks are limited in scale, typically containing only
a dozen to a few tens of models, and focus exclusively on pair-wise comparisons without cluster or
graph-level evaluation. While LEAFBENCH provides 149 real-world models with over 1T parameters,
yet it remains restricted to pair-wise comparisons and lacks the granularity needed for complex
and transitive dependency topology. MOoTHER, while containing approximately 500 models and
supporting cluster-level evaluation, relies on self-trained dependent models rather than real-world
artifacts, and is limited to the vision domain with relatively small model sizes. To address these
gaps, we curate MDGBENCH, a comprehensive benchmark consisting of 137 real-world models
across domains of NLP, CV, Audio (AD) and Multimodal (MD) with three dependency types (e.g.,
Fine-Tuning, Quantization, Merging), supporting both cluster-level and graph-level evaluation for
model dependency identification.

4.1.1 Model Dependency Graph Construction. Considering the rapid emergence of LLMs since 2022,
we first identified the top 5 most downloaded transformer-based text-generation models released
annually between 2022 and 2025. This initial set of 20 candidate models served as the cluster seeds
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Table 2. Comparison of MDGBENCH with Existing Model Dependency Benchmarks

Characteristics Granularity Scale

Benchmark  Real-world® Multi-Dom. Multi-Dep. Cluster Graph # Models # Clusters # Edges Param Size

REEF X NLP v X X 38 - - < 500B
PDF v NLP X X X 12 - - < 500B
HuUREF X NLP X X X 69 - - < 500B
LEAFBENCH v NLP v X X 149 - - > 1T
LLMMap v NLP X X X 36 - - < 100B
MET v NLP v X X 25 - - < 500B
TRAP v NLP X X X 38 - - < 500B
TENSORGUARD v NLP X v X 58 8 50 < 500B
MoTHER X Cv v v X ~ 500 5 ~ 500 < 500B
MDGBENCH v NLP,CV,AD,MD v v v 137 17 131 > 1T

for identifying major model families. Although some models like petals-team/StableBeluga2
exhibit high download counts, they have few documented derived models. Therefore, to ensure
MDGBENCH provides sufficient complexity for dependency analysis, we filtered these families
to retain only those containing more than 100 recorded dependent models in model cards and
we ultimately identified 14 core cluster seeds. To demonstrate the versatility of our proposed
method across domains, we extended our scope beyond text-generation models. Using the same
download-based ranking, we selected the top 1 model from the CV, Audio, and Multi-model do-
mains (as of November 30, 2025), which are all transformer-based. This expanded our dataset
to a total of 17 distinct model cluster seeds. We then adopted a sampling strategy informed by
our empirical findings, which indicate a typical ratio of approximately 1:4 between root mod-
els and their downstream derivatives. Therefore, we randomly sampled 68 downstream depen-
dent models from the 17 model families (e.g., Qwen/Qwen2.5-1.5B, meta-1llama/Llama-3.2-1B,
openai-community/gpt2, Qwen/Qwen2-7B, google/flan-t5-base). Since these sampled mod-
els may reside multiple hops away from their corresponding seed models (e.g., a model fine-tuned
from a quantized variant), we further iteratively traced the complete dependency path from each
seed model to each sampled descendant, which introduced 52 additional intermediate models. As a
result, the final benchmark contains 137 models M and 131 dependency edges & (i.e., 32 Epr, 22
Epme, and 77 Epr). Each dependency edge was verified by cross-referencing model cards, in-text
documentation, associated publications, commit histories, and training configuration files, and
was independently annotated by two domain experts, achieving a Cohen’s Kappa of 0.931. Any
disagreement was further resolved by a third expert.

4.1.2  Evaluation Metrics for Model Dependency ldentification. We design six metrics from cluster-
wise and graph-wise perspectives to evaluate the effectiveness in identifying model dependency.

Cluster-Wise Metrics. We adopt the Adjusted Rand Index (ARI) [20] to quantify the accuracy
of model clustering. Given the model corpus M, let C = {C4, ..., C,} denote the identified clusters,
andC* ={Cj,..., C;‘;} denote the ground-truth clusters. ARI measures pair-wise consistency; i.e.,
for any two models m;, m; € M, whether they are correctly grouped together (both in the same
cluster) or correctly separated (in different clusters). ARI ranges from —1 to 1 (perfect match).

Graph-Wise Static Metrics. Given a model corpus M, let Gyreq = {M, Eprea} denote the
predicted Model Dependency Graph identified by automated approaches, and Gy = {M, Ey;}
denote the ground-truth graph. We adopt the dependency edge precision (DPre), recall (DRec), and
F1 score (DF1) to quantify the accuracy of dependency identification:

_ |8pred N 89t|

& né
DPre = _ | 'pred gtl

2 - DPre - DRec
, DRec = DF1 =

, it 8
|Eg:| DPre + DRec ®

|8pred|
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where each edge e = (m), m.) € & represents a directed dependency from a parent model m,, to its
child model m,. An edge is considered correct only if both parent and child models match exactly.
Graph-Wise Dynamic Metrics. While static metrics evaluate the structural correctness of
the identified graph, real-world supply chain risk often concentrates on specific vulnerable points
and propagates dynamically. When a model is identified with risks, all downstream models are
potentially affected by the risk. To quantify this traceability, we introduce Reachability Recall:

1 Z |Rpred(m) N Rgt(m)|

RchRec = — Roe (0] %)

|M| meM

where Ry;(m) and R,,,q4(m) denote the sets of downstream models reachable from m in the ground-
truth and predicted graphs, respectively. A low RchRec indicates bad traceability. Since RchRec is
recall-oriented and does not penalize falsely predicted reachable nodes, we further introduce a
complementary metric, Reachability Precision:

1 |Rpred(m) N Rgt(m”
RchPre = — 10
|M| mez/\/l |Rpred(m)| ( )

where RchPre denotes the proportion of predicted reachable downstream models that are truly
reachable in the ground-truth graph. A low RchPre indicates that the predicted graph introduces
many spurious risk propagation paths.

4.1.3 Model Format Alignment. Real-world models are often distributed in diverse quantized for-
mats (e.g., GGUF, AWQ, GPTQ), which poses significant challenges for White-box fingerprinting
approaches due to interface incompatibility. These approaches typically require gradients, acti-
vations, or unpacked weights with specific layer interfaces. We design a unified de-quantization
pipeline that leverages format-specific loaders (e.g., 11ama-cpp-python for GGUF, transformers
and autoawq for AWQ/GPTQ) and projects quantized weights back to full-precision representations,
enabling fair and consistent evaluation of all White-box approaches on MDGBENCH.

4.2 RQ4: Effectiveness Evaluation

RQ4 Setup for Baseline Selection. Our baselines are designed to evaluate the framework across
two core tasks; i.e., Clustering Evaluation and Dependency Identification Evaluation. For clustering
evaluation, we first select TENSORGUARD and MOTHER, two of the few existing works that support
cluster-level model grouping. Since pair-wise dependency identification approaches can be adapted
for clustering by coupling with clustering algorithms, we further extend our baselines using
state-of-the-art pair-wise approaches. We consider two scenarios; i.e., (1) the number of model
families is known, using K-means; and (2) using HDBSCAN to automatically determine cluster
counts. Following the pair-wise SoK [33], we selected seven representative approaches: three White-
box approaches (i.e., REEF, PDF, and HUREF) which require access to internal model parameters
or gradients, and four black-box approaches (i.e., SEF, LLMMap, MET, and TRAP) which rely
exclusively on model outputs or API responses. As black-box approaches are originally designed
for LLMs and require prompts, making them inapplicable to vision, audio and multimodal models.

For dependency identification evaluation, we adopt MOTHER as our primary baseline, which is
the only existing work that addresses model dependency tree construction. Furthermore, Horwitz
et al. [36] suggest that for 99.5% of models, the parent model is released earlier than its derivatives.
Inspired by this finding, we implement CHRONCHAIN, which utilizes the release timestamps to
reconstruct dependency relationships under the assumption of linear temporal evolution. We
consider two scenarios; i.e., (1) neither cluster membership nor the number of clusters is known (i.e.,
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Table 3. Clustering Evaluation Results on MDGBENCH

Approach Type |M| K-means HDBSCAN  Approach Type |M| K-means HDBSCAN
SEF Black 121  0.12 0.10 TENSORGUARD White 137  0.31 0.36
LLMMar Black 121 0.10 0.12 MoTHER White 137 0.50 0.32
MET Black 121 0.04 0.06 REEF White 137 0.13 0.29
TRAP Black 121 0.01 0.02 PDF White 137 0.62 0.52
HUREF White 137 0.27 0.69 TeENsoRLock White 137 0.91 0.96

Table 4. Dependency Identification Evaluation Results on MDGBENcH (| M| = 137)

Metric MOTHER MoOTHER? CHRONCHAIN CHRONCHAIN' TENsORLock TENsORLock *

DPre 0.04 0.29 0.13 0.29 0.81 0.83
DRec 0.04 0.26 0.13 0.27 0.75 0.81
DF1 0.04 0.28 0.13 0.28 0.78 0.82
RchRec 0.05 0.47 0.97 0.97 0.77 0.81
RchPre 0.22 0.47 0.02 0.31 0.77 0.79

TensorLock, MOTHER and CHRONCHAIN) and (2) the ground-truth clusters are known, identifying
dependencies within each cluster (i.e., TENsorLock *, MOTHER* and CHRONCHAINY).

Overall Results. Table 3 and Table 4 present the overall effectiveness of TENsorLock and
baseline approaches on MDGBENCH. For clustering, TENsoRLock achieves the highest ARI of
0.91 with K-means and 0.96 with HDBSCAN, substantially outperforming all baselines. Black-box
approaches generally underperform White-box approaches, with the highest ARI of only 0.12
achieved by SEF, indicating that input and output-based fingerprinting is insufficient for accurate
model clustering. Among White-box approaches, directly applying clustering algorithms on pair-
wise features yield suboptimal results. PDF achieves at most 0.62 (K-means), while HUREF reaches
0.69 (HDBSCAN), indicating that raw pair-wise similarity fails to capture complex dependency
structures. In contrast, TENsorRLoCK employs a connectivity-based distance formulation (Sec. 3.2),
achieving consistently high ARI with both K-means (0.91) and HDBSCAN (0.96), outperforming
the best baseline by 47% and 39%, respectively.

For dependency identification, TENsorLock * achieves the highest precision of 0.83 and recall of
0.81, with an increase in precision by 0.54 (186%) and in recall by 0.55 (212%) compared to MOTHER™.
The corresponding DF1 score of 0.82 represents an improvement of 0.54 (193%) over MOTHER*’s
DF1 of 0.28. Even without prior knowledge of cluster membership, TENsorLock achieves a DPre
of 0.81 and DRec of 0.75, demonstrating robust end-to-end dependency identification capability.
In contrast, MOTHER achieves only 0.04 in both DPre and DRec, highlighting its sensitivity to
clustering errors. CHRONCHAIN achieves a low precision of 0.13 with comparable recall of 0.13, as its
linear temporal assumption introduces substantial false positives by incorrectly linking unrelated
models that happen to be released sequentially.

Notably, although CHRONCHAIN exhibits highly RchRec, its RchPre is only 0.02, meaning that
98% of its identified reachable dependencies are actually unreachable. This indicates that its seem-
ingly high RchRec is driven largely by over-approximated reachability rather than meaningful
dependency tracing. We argue that structural accuracy is a prerequisite for meaningful reachability
analysis, since otherwise high reachability recall merely amplifies false positives. This issue arises at
both the cross-family and in-family levels. For cross-family false reachability, under CHRONCHAIN’s
temporal chain, openai-community/gpt2 correctly reaches its 6 ground-truth downstream models,
but simultaneously marks 130 unrelated models as reachable solely based on release dates. In a
risk propagation scenario, such a graph would flag nearly the entire benchmark as potentially
compromised, making security triage infeasible. Even when restricted to ground-truth clusters,
false reachability can still cascade within a family. For example, Qwen/Qwen2.5-0.5B-GGUF is a
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Fig. 2. Pair-wise Visualized Confusion Matrix of TENsorLock and State-of-the-Art Approaches

leaf node in the ground truth, with an empty reachable set. However, CHRONCHAIN+ incorrectly as-
signs its parent as Qwen/Qwen2.5-0.5B-Instruct instead of the true parent Qwen/Qwen2.5-0. 5B,
causing it to falsely inherit 13 downstream models. Similarly, timestamp-based ordering can also
miss true dependencies: Qwen/Qwen2-VL-2B (parent, 2024-09-05) has a later timestamp than its
child Qwen2-VL-2B-Instruct (2024-08-28) due to a re-upload, causing the true dependency to
be missed while unrelated models are incorrectly linked. In contrast, TENsoRLock achieves a
more meaningful trade-off between RchRec and RchPre, as its reachable paths are grounded in
identified dependency edges rather than temporal heuristics alone. As a result, TENSORLOCK not
only preserves substantially better traceability, but also avoids the excessive false reachability that
makes temporal baselines unreliable for practical risk propagation analysis.

In-Depth Analysis of Effectiveness w.r.t Clustering. To further investigate the clustering
effectiveness, we decompose the ARI metric into pair-wise confusion matrices, as shown in Fig. 2.
For any pair of models (m;, m;), we examine whether they are correctly grouped (TP/TN) or
incorrectly associated (FP/FN). We select PDF as the representative baseline since it achieves the
competitive performance on both HDBSCAN and K-means among all baselines. PDF achieves a low
FP of 10 but suffers from a high FN of 793 with K-means, indicating that many models from the
same clusters are scattered due to the fixed cluster count constraint. When switching to HDBSCAN,
the FN drops to 112, but the FP surges to 1,098, revealing that the PDF’s fingerprinting struggles
to maintain clear cluster boundaries in both K-means and HDBSCAN without considering the
dependency topology. In contrast, TENsorLock achieves 0 FP, and only 96 FN. The absence of FP
indicates that TENSORLOCK never incorrectly groups unrelated models into the same cluster. This
precision stems from the combination of MSA-based distance with connectivity-based clustering.
Nevertheless, the 96 FN pairs originate from six models being isolated into singleton clusters,
including three quantized, two fine-tuned, and one merged model. The majority of these cases
stem from quantization. This is because, while quantization preserves the statistical distribution of
weights, the aggressive discretization that decrease the connectivity to its model cluster.

In-Depth Analysis of Effectiveness w.r.t Dependency Identification. To further investigate
the dependency identification effectiveness, we also decompose the precision and recall metrics into
FP and FN edges, as illustrated in Fig. 3. MOTHER exhibits high error rates with 120 FP edges and 126
FN edges out of 131 ground-truth edges. 29 FN and 35 FP edges originate from the clustering. 97 FN
and 85 FP edges originate from the dependency identification component. In contrast, TENsorRLock
achieves significantly lower errors with only 23 FP edges and 33 FN edges. We trace the sources
of these errors across the three-phase pipeline. 7 FN and 0 FP edges originate from the 6 isolated
models. The data-free phase contributes 12 FP and 10 FN edges, while the data-driven Fine-Tuning
phase causes 11 FP and 16 FN edges.

Proc. ACM Softw. Eng., Vol. 3, No. ISSTA, Article ISSTA028. Publication date: October 2026.



TensorLock : Recovering Model Dependency for Model Supply Chain ISSTA028:17

Missing Dependency False Dependency € GT Cluster Missed Model Clustered Model

NN

(a) TensorLock (b) MoTHer™* (¢) MoTHer

Fig. 3. Dependency Recovering Result of TENsorLock and State-of-the-Art Approaches

Table 5. Ablation Study Results of TENsorLock on MDGBENCH

Clustering Dependency Identification

DPre DRec br1 RchRec RchPre
Approach ARI SQT SMG SFT & SQT SMG SFT & (SQT SMG ‘SFT &
w/ Wrrpn (A) -0.21 -0.05 +0 -0.07 -0.07 -0.07 -0.37 -0.18 -0.18 -0.06 -0.27 -0.13 -0.13 -0.27 -0.26
w/ Wysa&Wren (D) -0.05 -0.05 +0 -0.04 -0.04 -0.07 -0.14 -0.18 -0.14 -0.06 -0.09 -0.11 -0.10 -0.18 -0.26
w/o Ku. (A) +0 +0 +0 -0.12 -0.07 =0 +0 -0.16 -0.09 =0 +0 -0.14 -0.08 -0.03 -0.07
w/o D.F. (A) +0 N/A N/A N/A -0.17 N/A N/A N/A -0.19 N/A N/A N/A -0.18 -0.28 -0.18
TeNSORLOCK 0.96 0.75 1.00 0.77 0.81 0.66 0.82 0.79 0.75 0.70 0.90 0.78 0.78 0.77 0.77

4.3 RQ5: Ablation Study

RQ5 Setup for Ablation Component. We conduct the ablation study of TENsorLock. We design
four ablation variants; i.e., (1) w/ ‘Wgpn, which uses only FEN weights for clustering instead of
MSA weights; (2) w/ Wysa&Wrrn, which uses both MSA and FFN weights for clustering; (3) w/o
Ku., which replaces Spectral Entropy with Kurtosis for directionality estimation in Fine-Tuning
dependency identification; and (4) w/o D.F., which removes the Data-Free dependency identification
module for Quantization and Merging. The full TENsoRLocKk serves as the reference baseline.

Ablation Study Results. Table 5 presents the ablation study results, where values indicate the
relative performance change compared to the full TENsoRLock. The “+0” denotes metrics that
remain unchanged for the specific ablation variant, while “N/A” indicates metrics that cannot be
evaluated as the corresponding module is removed. A w/ Wrpy exhibits the most severe degradation
with ARI dropping by 0.21, confirming our design rationale that FEN layers undergo drastic
weight shifts during fine-tuning to encode task-specific factual knowledge, thereby disrupting
the connectivity patterns essential for accurate clustering. This cascading effect propagates to
downstream dependency identification, resulting in consistent performance drops across all metrics
(DF1: -0.13, RchRec: -0.27, RchPre: -0.26). When incorporating both MSA and FFN weights (A w/
Whrisa&Wrrn), the degradation is mitigated (ARI: -0.05) since MSA weights still contribute stable
fingerprints. However, the inclusion of FFN weights introduces noise that inflates inter-model
distances within the same cluster, leading to moderate performance decline across dependency
identification metrics (DF1: -0.10). The results of A w/ Ku. show notable degradation in Fine-Tuning
dependency identification, with Epr recall dropping by 0.16 and F1 by 0.14. This confirms our
hypothesis that Kurtosis-based detection becomes unstable for models with large parameter scales,
as the massive parameter space statistically drowns out subtle outlier shifts caused by fine-tuning.
A w/o D.F. removes the dedicated modules for Quantization and Merging dependency identification,
forcing all dependencies to be resolved by the Fine-Tuning module via MDST. This variant exhibits
the most significant overall degradation, with DF1 dropping by 0.18 and RchRec plummeting by
0.28.
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Fig. 4. Sensitivity Analysis Results
Table 6. Partial Cases of Our Recovered Dependencies (“Conf” indicates confirmed (v), or pending (-))

Dependency (Parent — Child) Downloads Types Conf.
google/flan-t5-base — Babelscape/t5-base-summarization-claim 3,564K  Fine-Tuning v
meta-llama/Meta-Llama-3-8B — NousResearch/Meta-Llama-3-8B-Instruct 1,625K  Fine-Tuning v
mlabonne/Daredevil-8B-abliterated — mlabonne/NeuralDaredevil-8B-abliterated 316K  Fine-Tuning v
meta-llama/Meta-Llama-3-8B — winninghealth/WiNGPT2-Llama-3-8B-Chat 279K Fine-Tuning v
meta-llama/Llama-2-7b-hf — lmsys/vicuna-7b-v1.5 11,481K  Fine-Tuning
NousResearch/Nous-Hermes-Llama2-13b, etc. — Undi95/ReMM-SLERP-L2-13B 54K Merging v
TinyLlama/TinyLlama-1.1B-intermediate — TinyLlama/TinyLlama-1.1B-Chat-v1.0 30,812K  Fine-Tuning
mistralai/Mistral-7B-v0.1 — Q-bert/Optimus-7B 37K Fine-Tuning v
google/gemma-7b-it — lemon-mint/gemma-ko-7b-it-v0.40 23K Fine-Tuning 4
google-t5/t5-small — ml6team/keyphrase-generation-t5-small-inspec 12K Fine-Tuning v
mistralai/Mistral-7B-Instruct-v0.2, etc. — MaziyarPanahi/finetuned-mistral-7b-Mistral-7B-Instruct-v0.2-slerp 2K Merging v
meta-llama/Llama-3.2-3B — NousResearch/Hermes-3-Llama-3.2-3B 872K Fine-Tuning v
Qwen/Qwen2-1.5B — Qwen/Qwen2-1.5B-Instruct 7,350K  Fine-Tuning
stabilityai/stable-code-3b — stabilityai/stable-code-instruct-3b 63K Fine-Tuning v
meta-llama/Meta-Llama-3-8B-Instruct — QuantFactory/Meta-Llama-3-8B-Instruct-GGUF 762K Quantization v
google/flan-t5-base — lizhuang144/flan-t5-base-VG-factual-sg 570K  Fine-Tuning v
TinyLlama/TinyLlama-v1.1 — unsloth/tinyllama-bnb-4bit 278K Quantization
mlabonne/Daredevil-8B — mlabonne/Daredevil-8B-abliterated 176K Fine-Tuning v
SUSTech/SUS-Chat-34B, etc. — cloudyu/Mixtral_34Bx2_MoE_60B 126K Merging v
Qwen/Qwen2.5-0.5B-Instruct — taobao-mnn/Qwen2.5-0.5B-Instruct-MNN 119K Fine-Tuning v

4.4 RQé6: Sensitivity Analysis

RQ6 Setup for Sensitivity Dimensions. Three parameters are configurable in TENSORLOCK; i.e.,

the similarity threshold 7;o,n for clustering, the |B| for Quantization dependency identification, and

the provenance threshold 7,4 for Merging dependency identification. We evaluate the sensitivity of

TENSORLOCK to these parameters by varying one parameter while keeping the others fixed.
Sensitivity Results. Fig. 4 illustrates the results of our sensitivity analysis. TENsorRLock achieves

the optimal performance when 7., = 0.6, |B| = 2°(512), and Tmg = 0.9.

4.5 RQZ7: Efficiency Evaluation

RQ7 Setup for Time Complexity. We measured the average time taken to cluster and identify
dependencies of TENSORGUARD, MOTHER, and TENsoRLock in MDGBENCH.

Efficiency Results. TENSORGUARD exhibits the highest computational overhead (25,350s) due
to its reliance on reverse gradient computation, which requires backpropagation through each
model to extract gradient-based fingerprints. In contrast, both TENsorLock and MOTHER operate
on static model weights, enabling direct weight comparison without additional computation. For
clustering, TENsoRLoOCK achieves slightly better efficiency than MoTHER (963s vs. 1,052s). For
dependency identification, TENsoRLock incurs additional overhead (1,659s vs. 1,041s) due to its
type-aware dependency identification, which enables more accurate dependency reasoning.

4.6 RAQ8: Usefulness Evaluation

RQ8 Setup for Supposedly Isolated Model Selection and Sampling. As revealed in our
empirical study, approximately 20% of models lack any documentation regarding their dependency.
These models appear isolated in the supply chain, making it nearly infeasible even for human
experts to determine their actual dependencies. While MDGBENCH primarily includes models
with verifiable dependency relationships. To assess the real-world usefulness of our framework in
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uncovering hidden dependencies for such supposedly isolated models, we extended our analysis to
a large-scale supposedly isolated model pool. We included the 67 isolated models in Sec. 2, and
draw an additional 369 models from the broader Hugging Face ecosystem following the sampling
methodology described in Sec. 2, resulting in an initial pool of 436 models. We then further excluded
non-Transformer-based models and resulted in a final set of 289 supposedly isolated models.

Dependency Identification Results of TENsoRLock. We applied our framework to these
289 sampled models with the 17 established clusters in MDGBENCH. TENsoRLock identified that
189 (65.4%) of these supposedly isolated models actually have dependencies with existing model
clusters. We then reached out to the respective model authors and submitted Pull Requests to
update their model cards with the identified dependency information. To date, 42 developers have
responded, acknowledging our findings. Notably, for 38 identified dependencies, both the parent
and child models rank within the top 1,000 most-downloaded on Hugging Face, demonstrating the
community-wise contribution of TENsorLock. Table 6 presents partial cases identified by TENSOR-
Lock, including derivatives of GPT-2, L1ama, T5, Mistral, Gemma, and Phi series, underscoring the
practical usefulness of TENsSorLock in enhancing model dependency traceability.

5 Discussion

Threats to Validity. First, our empirical study focused on the top downloaded models from
Hugging Face, which may introduce popularity bias. However, high-download models constitute
the backbone of the model supply chain, as they are more likely to be reused and thus have greater
downstream impact when risks emerge. Second, MDGBENCH contains 137 models, which is fewer
compared to MOTHER (~500). However, MOTHER’s dataset consists of self-trained synthetic models
whereas MDGBENCH is curated entirely from real-world models on Hugging Face. This real-world
grounding ensures that our evaluation reflects the actual complexity of the model supply chain.

Limitations. First, TENsorRLoOCK is specifically designed for Transformer-based models. This
design choice is grounded in our empirical finding that Transformer-based models dominate the
current model supply chain. Second, TENSORLOCK covers three dependency types (i.e., Fine-Tuning,
Quantization, and Merging). However, the framework is designed to be extensible; i.e., incorpo-
rating additional dependency types requires only identifying their characteristic weight-space
fingerprinting and integrating corresponding detection modules. Third, our Merging dependency
identification assumes that all parent models share a common pre-trained ancestor (Assumption
2). While this may not hold for cross-family merging scenarios, this constraint aligns with the
technical prerequisites of current model merging techniques [49], which require parent models to
have sufficiently similar weight distributions for meaningful interpolation or aggregation.

6 Related Works

Pair-Wise Model Fingerprinting. Current model fingerprinting approaches are primarily de-
signed to verify dependencies between a pre-trained base model and a suspect model. These
approaches can be broadly categorized into white-box approaches [3, 7, 35, 43, 50, 52, 53, 55-57]
and black-box approaches [6, 16, 25, 30, 32, 34, 39, 45, 48]. White-box approaches can be categorized
into three distinct types; i.e., static weight [50, 52, 53, 55, 57], forward-pass feature [3, 7, 35, 56], and
backward-pass gradient approaches [43]. Static weight approaches analyze model parameters di-
rectly without requiring deployment, offering the lowest computational overhead among white-box
approaches. Among them, MDIR [57] and NEURAL LINEAGE [52] apply full weights analysis across
the fine-tuning trajectory. HUREF [53] and PDF [50] focus on weight subsets; i.e., HUREF extracts
permutation-invariant directions from weight vectors, while PDF derives statistical signatures from
attention weights. Forward-pass approaches (e.g., REEF [56] and DEEPJUDGE [7]) apply intermedi-
ate layer representations as their fingerprints. Compared to static weight, forward-pass approaches
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require specific input data, which leads to higher latency. Backward-pass approaches (e.g., TEN-
SORGUARD [43]) utilize gradient backpropagation paths to verify model distance. However, they
incur substantial computational overhead while yielding limited accuracy in our evaluation. Black-
box approaches typically extract unique model fingerprints through adversarial prompts [16, 45],
statistical pattern generation (e.g., RAFP [39]), or Chain-of-Thought (CoT) analysis [32]. While
non-invasive, black-box approaches are often sensitive to decoding strategies and generally offer
lower verification confidence compared to white-box approaches. Despite their diversity, pair-wise
approaches rely on a pre-specified base model to compute similarity against suspect models, which
makes them difficult to scale in complex ecosystems.

Cluster-Wise and Tree-Wise Model Fingerprinting. While pair-wise approaches verify indi-
vidual dependency, cluster-wise approaches aim to cluster large-scale models into groups. TEN-
SORGUARD [43] utilizes gradient-based fingerprints to enable cluster-wise grouping, which struggle
with open-ended model dependency topology. Tree-wise approaches then further identify the model
dependency within each identified cluster. MOTHER [18] addresses this by extracting the layer-wise
distance and direction between models within a cluster but lack support for mixed dependency types.

Model Watermarking. Clearstamp [26] introduces a human-visible ownership proof via trans-
posed model training to protect the intellectual property of LLM-based code generation APIs [28].
Adi et al. [1] and Zhang et al. [54] pioneered training models to produce predefined outputs upon
specific triggers, while Xu et al. [44] use similar mechanisms to detect misuses of open-source LLMs.
However, the embedding process is inherently intrusive and may lead to performance degradation
on primary tasks. The verification process often requires a secret key or specific trigger held exclu-
sively by the model owner, which restricts its applicability for independent third-party analysis.

7 Conclusion

In this paper, we present TENSORLOCK, a model dependency recovering framework that constructs
type-aware model dependency graphs. We then conduct comprehensive evaluation to demonstrate
TeENsorLock’s superior effectiveness and usefulness in recovering model dependencies.

8 Data Availability
TeNnsorLock and MDGBENCH are available at our website [37].
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