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Static analysis tools can identify potential vulnerabilities, but they often fall short in providing concrete proofs-
of-concept (PoCs) to validate their findings. Directed greybox fuzzing (DGF) has emerged as a promising solu-
tion by systematically guiding execution toward suspicious code locations and generating reproducible PoCs
that can trigger the target vulnerabilities. However, DGF tools often overlook the influence of configurable op-
tions on reaching target locations. Besides, option-aware greybox fuzzing (GF) tools suffer from ineffective
option extraction to target locations, and inefficient coordination between options and file fuzzing.

To address these limitations, we present CoupleFuzz, a novel option-aware DGF tool that redefines PoC in-
puts as the combination of option input (OI) and file input (FI). CoupleFuzz adopts a two-phase workflow. The
static analysis phase extracts option knowledge for guiding the fuzzing. The option-aware fuzzing phase em-
ploys taint analysis to dynamically prioritize effective option combinations and file bytes to target locations,
and introduces a novel cross-guided fuzzing strategy that coordinates OI and FI fuzzing modules and enables
each module to adapt to and benefit from its counterpart’s advances, iteratively driving execution toward the
target locations efficiently. Our evaluation has demonstrated that CoupleFuzz significantly outperforms
the state-of-the-art DGF tools in generating PoCs for 22 real-world vulnerabilities, generating 15 (a 3.1×
improvement) more PoCs than the best traditional DGF baseline, with 6 0-day vulnerabilities confirmed by
developers and 1 CVE identifier assigned.
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→ Software testing and debugging.
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1 Introduction

Static analysis tools can identify potential vulnerabilities in source code, but they often fail to provide
concrete proof-of-concepts (PoCs) to validate their findings. As static analysis tools tend to generate
a high number of false positives, the absence of PoCs makes vulnerability validation labor-intensive
and error-prone, ultimately delaying vulnerability disclosure. Even when such vulnerabilities are ac-
knowledged, the lack of PoC knowledge limits developers’ understanding of the underlying security
issues, complicates remediation, and increases the likelihood of introducing regression vulnerabili-
ties. Directed greybox fuzzing (DGF) [1–3, 8, 9, 13–16, 19, 21, 31, 33, 40–42, 44, 46] has emerged as
a powerful approach to bridge this gap by systematically steering execution toward suspicious
target locations and generating reproducible file input that can trigger the target vulnerability.

Yet, DGF faces a fundamental but under-explored challenge, i.e., the critical role of configurable
options in reaching target locations. Real-world software systems often expose numerous config-
urable options (e.g., command-line flags such as “-a -l -R” in tiffcrop [28]), which can significantly
influence program semantics. Such options often determine whether the execution path leading to a
vulnerability is even reachable, and thus directly affect the effectiveness and efficiency of DGF. For
example, for libtiff-740 [25], static analysis tools correctly identified the vulnerable code, but DGF
under default options (commonly no option provided) failed to trigger this vulnerability because the
vulnerable execution path was entirely disabled by default. This illustrates a key insight that specific
options are often a necessary precondition for reaching the target location. For another example of
CVE-2022-43249 [6], when we applied DAFL [16], a state-of-the-art DGF tool that does not account
for options, it required 1.39 × 105 mutations to first reach and crash the vulnerable location under
default options. The reason is that the default options redirected the vulnerable function pointer to
a safe one, detouring execution away from the vulnerability. However, once the “-0” option was
enabled, this restriction was lifted, and the vulnerability was triggered after only 7.9×104 mutations.
This demonstrates a deeper insight that the efficiency of DGF can be heavily influenced by options.

While configurable options have been studied in coverage-based greybox fuzzing (GF) [17, 18, 36–
38, 43], no prior work has investigated option awareness in the context of DGF. Existing option-
aware GF tools fall into two categories, document-based tools [17, 18, 36, 37, 43], which rely on
developer documentation, and code-based tools [38], which extract options directly from source
code. Both face fundamental challenges when applied to DGF.

Challenge 1: Ineffective Option Extraction to Target Locations. Current option-aware GF
tools lack effective reasoning about which options are relevant for reaching target locations. In de-
tail, document-based tools [17, 36, 37, 43] extract options from documentation, which may be
incomplete and irrelevant for target locations. Though code-based tools [38] extract options di-
rectly from source code to mitigate option incompleteness, they can still include many irrelevant
options that cannot influence the semantic toward target locations. As a result, these tools often
waste substantial computational resources selecting and mutating ineffective options that have
no impact on triggering the target vulnerability. Furthermore, if two or more options are selected,
these existing tools do not consider the effectiveness of relations between those different options
to target locations, leading to inefficient exploration of the option combination.

Challenge 2: Inefficient Coordination between Option and File Fuzzing. Existing option-
aware GF tools struggle to effectively coordinate option fuzzing and file fuzzing, leading to inefficient
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exploration. The limitations manifest in two folds. First, some tools (e.g., [43]) mutate options and
files simultaneously. While this strategy improves path coverage, it obscures the source of contri-
bution; i.e., whether the progress is driven by option mutation or by file mutation. Without this
attribution, the fuzzer cannot provide meaningful feedback to guide subsequent scheduling. Second,
later tools (e.g., [18, 36–38]) separate option and file mutation, which allows them to identify the
source of coverage gains more precisely. However, they fail to propagate this knowledge across
domains; i.e., option-level feedback is not leveraged to guide file mutation, and file-level feedback is
not used to refine option selection and mutation. This one-sided reasoning leaves exploration shal-
low, often trapping GF tools in local optima and missing deeper execution paths to target locations
that require coordinated interactions between option mutation and file mutation.

Goal. Our goal is to achieve effective and efficient option-aware DGF that can reliably generate
reproducible PoC inputs for potential vulnerabilities. Here, potential vulnerabilities refer to suspicious
code locations identified through static analysis or manual security audits, where neither the
vulnerability’s exploitability nor the exploit options are known a priori. Compared with reproducing
known vulnerabilities whose exploit options are already available, this setting poses a fundamentally
harder problem, as the fuzzer must simultaneously discover effective option input (OI ) and file input
(FI ) combinations. Unlike prior DGF tools that treat the PoC input solely as FI (i.e., the program
input as a file), we redefine it as the combination of OI and FI, since vulnerabilities often remain
unreproducible without proper options. This broader definition captures the practical conditions
needed for vulnerability validation, and enables DGF to generate PoC inputs that closely resemble
real-world conditions.

Approach. To address these challenges, we present a novel fuzzer, named CoupleFuzz. Couple-
Fuzz adopts a two-phase workflow: (1) a Static Analysis Phase that systematically examines how
options impact program semantics, and (2) an Option-Aware Fuzzing Phase that tightly coordinates
OI fuzzing and FI fuzzing. The first phase aims to extracts option knowledge for later option effec-
tiveness inference. To achieve this, CoupleFuzz maps each option to its directly-impact variables
(DIVs), thereby grounding configurable options in concrete program variables. CoupleFuzz further
analyzes the complete value space of each DIV along with the specific control conditions under
which each value is assigned. We define an option as effective if its DIVs can influence the data or
control flow that leads to the target location. However, because multiple options can modify the
same DIVs, the effectiveness of a given option may be overwritten by other options, hindering its
intended impact on the flow to the target location. To this end, CoupleFuzz extracts holistic option
constraints by analyzing how options may overwrite each other’s DIVs.

The second phase alternately fuzzes the OI and FI part of a seed to clearly attribute how each part
contributes to reaching the target location. During each OI fuzzing round, CoupleFuzz performs
dynamic taint analysis to track the runtime usage of all DIVs. It then maps these actively used DIVs
back to their corresponding options, allowing CoupleFuzz to precisely identify which options are
truly effective in influencing the current execution path. Based on the effective options, CoupleFuzz
refine and update the option constraints previously extracted during static analysis. As a result,
CoupleFuzz infers which combinations of options are truly effective for reaching the target location,
thereby tackling Challenge 1. Unlike prior approaches that treat OI and FI fuzzing independently,
CoupleFuzz employs a novel cross-guided fuzzing strategy that coordinates OI fuzzing and FI fuzzing
via mutual feedback. The core idea is to leverage execution insights from one input part to guide
mutations of the other. Specifically, CoupleFuzz records execution paths before and after each OI (or
FI) mutation, then analyzes the path differences to identify whether an interesting execution path is
discovered based on its distance to the target location. Unlike traditional DGF, which assigns energy
only to FI when discovering interesting execution paths, CoupleFuzz first determines whether the
deeper execution path is relevant to the counterpart and can benefit from cross-input guidance by
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int main(int argc, char *argv[]) {

  struct dump_opts dump = ; 

  ...

  process_command_opts(argc, argv, …, &dump,…); 

  while (optind < argc - 1) {

        ...

        in = TIFFOpenExt(argv[optind], "r", opts); 

   if (loadImage(in, &image, &dump, &read_buff)) {...}

  ...}

 ...}

    void process_command_opts (int argc, char *argv[], …, struct dump_opts *dump, …) {

     while ((c = getopt(argc, argv)) != -1) {

       switch (c) {

         ...

         case ‘D’:

            for (opt_ptr = strtok(optarg, ","); opt_ptr != NULL; opt_ptr = strtok(NULL, ",")) {

      ...

      if (strncmp(opt_ptr, "lev", 3) == 0) {

       dump->level = atoi(opt_offset + 1);}

                 if (strncmp(opt_ptr, "in", 2) == 0) {

                    strncpy(dump->infilename, opt_offset + 1, PATH_MAX - 20);}

      ...}

 }

-D debug:1,format:txt,level:2,input:/tmp/input_dump,output:/tmp/output_dump -X 100 -Y 200 $PoC
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OV Target Vuln Control 
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Default value Value after 

avtivating option

dump->level level 1 2

dump->infile dumpfile NULL FILEIf the input file satisfy the constraint in line 44:    

    ①→② Exit at Not Target Func

Else:

    ①→② →③ Crashed at Target Vuln Func

Using Variable dump

Parsing  Option to Variable dump

Necessary and Sufficient Conditions to Target Vuln Line:

 dump->level (0 by default) → level (2 after activating options)

 dump->infile (NULL by default) → dumpfile (not NULL after activating options

Necessary Conditions to Target Vuln Line:
 

Using Variable spp

Using Variable in

Parsing File Input to Variable in

static int loadImage(TIFF *in, struct image_data *image, struct dump_opts *dump, unsigned char **read_ptr)

 uint16_t spp = 0; 

 unsigned char *srcbuffs[MAX_SAMPLES];

  ...

  TIFFGetFieldDefaulted(in, TIFFTAG_SAMPLESPERPIXEL, &spp);

  tsize_t stripsize = TIFFStripSize(in); 

  for (s = 0; (s < spp) && (s < MAX_SAMPLES); s++) { 

   srcbuffs[s] = buff; 

  }

       ...      

       if (combineSeparateSamplesBytes(srcbuffs, …, spp, dump->infile, dump->level)){

   ...

  } 

 }

   static int combineSeparateSamplesBytes(unsigned char *srcbuffs[],..., uint16_t spp, FILE *dumpfile, int level){

  ... 

 if ((dumpfile != NULL) && (level == 2)) {

   for (s = 0; s < spp; s++) {

    dump_buffer(dumpfile, format, 1, cols, row, srcbuffs[s] + (row * src_rowsize)); // Crash Point

           }

        }

  ...

 }

Fig. 1. A Buffer Overflow Vulnerability (i.e., libtiff-740) Disclosed in libtiff

Table 1. PoC Generation Time for the Two Motivating Vulnerabilities

Vulnerability DGF Option-Aware GF Option-Aware DGF

DAFL WindRanger AFLGo ProphetFuzz ZigZagFuzz CoupleFuzz
libtiff-740 T.O T.O T.O 9.6h 20.5h 2.1h

libde265-345 C.E 2.5h 6.1h T.O T.O 0.3h

applying taint analysis at each part. When relevance is confirmed, CoupleFuzz efficiently allocates
energy to mutate the relevant portion of the counterpart to explore the deeper execution path more
efficiently. This cross-guided fuzzing strategy enables FI (OI) of a seed to adapt to and benefit from
the advances of its counterpart, creating a synergistic feedback loop that systematically drives
executions toward the target location, thereby tackling Challenge 2.

Evaluation.We conducted comprehensive experiments to evaluate the efficiency of CoupleFuzz
across two scenarios, option-unavailable and option-available datasets. For the option-unavailable
scenario, we curated a dataset of 26 vulnerabilities from static analysis reports. CoupleFuzz sig-
nificantly outperformed existing baselines, generating 15 more PoCs (a 3.1× improvement) than
the best traditional DGF baseline (DAFL [16]). Compared to the best option-aware GF baseline
(ProphetFuzz [37]), CoupleFuzz also generated 15 more PoCs (a 3.1× improvement) with an
average speedup of 1.3×. Notably, CoupleFuzz achieved the best performance in 15 out of 26
evaluated cases; and in 9 cases where all other tools failed to generate any PoCs, only CoupleFuzz
succeeded. We reported 13 0-day vulnerabilities along with the generated PoCs to the developers,
resulting in 6 confirmations and 1 CVE identifier assignment. For the option-available scenario, we
collected a dataset of 40 vulnerabilities from the literature. CoupleFuzz remained highly compet-
itive, achieving the best performance in 18 out of 40 cases and generating 9 PoCs that no other
tool could produce. Our ablation study showed the contribution of both FI fuzzing and OI fuzzing
modules, with disabling either module leading to a significant performance degradation or complete
failures in generating PoCs for 21 and 19 cases, respectively.

Contributions. This paper makes the following contributions.

• We propose a novel option-aware DGF approach that extracts option knowledge and coordinates
option input (OI) and file input (FI) fuzzing, enabling efficient PoC generation.

• We conduct comprehensive evaluation to demonstrate CoupleFuzz’s superior efficiency in both
option-unavailable and option-available PoC generation scenarios.
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2 Motivation

We present two real-world vulnerabilities that illustrate (1) why option awareness is essential for
DGF to generate PoC input (hereafter, simply PoC for brief) and (2) the unique challenges that
current option-aware GF tools encounter in the DGF scenario to generate PoC.
Traditional DGF Tools Fail or Become Inefficient without Proper Options. Our first ex-

ample is a buffer overflow vulnerability in libtiff [25], shown in Fig. 1. This vulnerability, initially
detected by CodeQL, arises from an out-of-bounds array access at Line 42 when the variable spp
exceeds the allocated size of srcbuffs. CoupleFuzz successfully generated a PoC that triggered
this vulnerability, which was subsequently confirmed and patched by the developers of libtiff. We
initially ran state-of-the-art DGF tools (i.e., DAFL [16], WindRanger [9], and AFLGo [2]), using
Line 42 as the target location. As shown in Table 1, none of these tools succeeded in generating a
PoC within 24 hours. Our investigation revealed that their file input (FI) seeds consistently reached
the conditional checks at Line 40, but could not bypass them, because the default option configu-
ration omitted the crucial “-D” option, which made dumpfile and level a default value of NULL
and 0 respectively. Only when “-D” was enabled with arguments “level:lev input:in” to initialize
dumpfile and set level to 2, the execution path could then reach Line 42. This demonstrates that

options can be a necessary precondition for reaching the target location.

Our second example is CVE-2022-43249 (a.k.a. libde265-345) in libde265 [6], illustrated in Fig. 2. It
arises because the function put_epel_hv_fallback is initially assigned to the function point-
ers accel->put_hevc_epel_h_8 (Line 40) and accel->put_hevc_epel_h_16 (Line 42). If no
option is configured, the condition l >= 20 is satisfied by the default value of l of 10,000
(Line 36), the function init_acceleration_functions_sse is called, and the assignment to
accel->put_hevc_epel_h_8 is overwritten with the safe function pointer (Line 45). After this
overwrite, only the function pointer accel->put_hevc_epel_h_16 remains vulnerable and can
be further triggered. The complete call chain is ①→②→③→④→⑤. Although WindRanger and
AFLGo can generate an option-free PoC within 24 hours (see Table 1), their efficiency is still lower
than that of CoupleFuzz. The reason lies in how option configuration influences path exploration.
When the “-0” option is provided (highlighted in blue box at Line 6, 12, and 13), the variable l is
instead set to 0 (Line 13). This prevents execution from reaching Line 45, thus the function pointer
accel->put_hevc_epel_h_8 is never overwritten (⑥→⑦→④). As a result, the vulnerable pointer
remains active and can be invoked at Line 20. In fact, WindRanger generated a seed that can reach
Line 20 within the first 40 minutes, but because the option was not configured, the invocation
at Line 20 could not trigger the vulnerability. However, if the same seed is executed with the
“-0” option, the vulnerability is immediately triggered, while without it, the fuzzer must continue
searching for a more complex path involving accel->put_hevc_epel_h_16. This demonstrates

that although options are sometimes not strictly necessary for target reachability, they can significantly

accelerate PoC generation.

Challenge 1: IneffectiveOptionExtraction toTarget Locations.We then investigatewhether
current option-aware GF tools can generate the correct PoC. Consider the first example in Fig. 1, even
the most effective tool ProphetFuzz [37] required nearly 9.6 hours to generate the PoC, as reported
in Table 1, demonstrating its capability but lacking efficiency compared with CoupleFuzz. After
analyzing the seeds generated by ProphetFuzz, we observed that over 95% of the 31,831 generated
seeds did not contain the effective option input (OI), specifically the argument “level:lev input:in”.
Similar inefficiencies occurred with other option-aware GF tools. This is because libtiff supports 38
configurable options, yielding 238 possible combinations, most of which are irrelevant to this spe-
cific vulnerability. Although ProphetFuzz employed a large language model to extract potentially
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bool no_acceleration = false; // default option value

  int main(int argc, char** argv) {

   while (1) {

   int c = getopt_long(...);

   switch (c) {

    case `0`: no_acceleration=true; break;}

   . . . }

   }

   . . . 

    de265_decoder_context* ctx = de265_new_decoder();

   . . .

   if (no_acceleration) {

    de265_set_parameter_int(ctx, 5, 0);

   }

   err = de265_decode(ctx, &more);

  }

  void acceleration_functions::put_hevc_epel_h(…)

  {

   if (bit_depth <= 8) // from input file

    put_hevc_epel_h_8(…); 

   else

    . . .}

de265_decoder_context* de265_new_decoder() {

 decoder_context* ctx = new decoder_context;

 return (de265_decoder_context*)ctx;}

base_context::base_context() // base_context’s constructor

{set_acceleration_functions(10000);}

void de265_set_parameter_int(…, int value) {

ctx->set_acceleration_functions((enum de265_acceleration)value);}

void base_context::set_acceleration_functions(enum de265_acceleration l) {

 init_acceleration_functions_fallback(&acceleration); 

 if (l>=20) init_acceleration_functions_sse(&acceleration); }

void init_acceleration_functions_fallback(struct acceleration_functions* accel){

  . . .

accel->put_hevc_epel_h_8 = put_epel_hv_fallback<uint8_t>; // Assigning Vulnerable Function Pointer

. . .

accel->put_hevc_epel_h_16 = put_epel_hv_fallback<uint16_t>; // Assigning Vulnerable Function Pointer

}

void init_acceleration_functions_sse(struct acceleration_functions* accel){

  accel->put_hevc_epel_h_8 = ff_hevc_put_hevc_epel_h_8_sse; // Overwritten by Sanitized Functions}

Parsing  Option to Variable
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①

②

③

④

⑤

⑥
⑦

When Option `0` is Activated ⑥→⑦→④

After ④: put_hevc_epel_h_8 is Target Vuln Func

…

After ⑤: put_hevc_epel_h_8 is Not Target Func

By Default ①→②→③→④→⑤

Using Variable bit_depth 

Using Vulnerable Pointer

Fig. 2. A Buffer Overflow Vulnerability Disclosed in libde265

dangerous option combinations, the majority of selected combinations failed to include the essential
“-D” option required for triggering this vulnerability. These observations highlight Challenge 1.

Challenge 2: Inefficient Coordination betweenOption and FileMutation.Wenext examine
whether current option-aware GF tools can efficiently generate the correct PoC when both option
input (OI) and file input (FI) must be considered. Our analysis reveals a critical coordination problem
that severely impacts fuzzing efficiency. In Fig. 1 and 2, we highlight the FI impact in red boxes and
the OI impact in blue boxes. For the first example in Fig. 1, FI is derived into the variable in (Line 7),
which is then used to extract the number of samples per pixel (spp) via TIFFGetFieldDefaulted
(Line 28). This spp value later determines the memory allocation for srcbuffs at the target location.
ZigZagFuzz employs a strategy of mutating FI and OI alternately and independently. It successfully
bypasses the conditional check at Line 40 by mutating OI, allowing execution to reach the for loop
at Line 41. However, the spp value remains too small to trigger an overflow. In the subsequent FI
mutation turn, ZigZagFuzz shifts focus to other irrelevant bytes, failing to affect spp and thus not
reaching the overflow. This occurs because the tool only considers coarse-grained coverage feedback
and lacks fine-grained guidance on which FI bytes influence spp. Consequently, the progress gained
from OI mutation is wasted. A mirror problem arises in the second example in Fig. 2. At Line
19, the bit_depth value is determined by FI (the derivation process is omitted for brevity). Here,
ZigZagFuzz successfully bypasses this conditional check by mutating FI, reaching Line 20. However,
the function pointer does not point to the vulnerable target function. In the next OI mutation turn,
the tool fails to recognize that the function pointer is influenced by the option “-0,” and thus the
vulnerability is not triggered. Conversely, the progress from FI mutation is wasted.

The unawareness of the interplay between FI and OI is common across all option-aware GF
tools, which becomes highly inefficient in the DGF scenario. A more efficient approach would be to
leverage fine-grained feedback from each counterpart. For the first example, OI mutation reaches
Line 41, which should then guide FI mutation toward bytes influencing spp to trigger the overflow.
For the second example, FI mutation reaches Line 20, which should then guide OI mutation to
adjust the option that directs the function pointer to the vulnerable target. The central difficulty,
however, lies in inferring whether a variable like spp originates from FI, OI, neither, or both, which
is a very challenging task. These observations reveal a fundamental coordination problem; i.e.,
current tools cannot leverage feedback from OI (FI) mutations to guide FI (OI) mutations. This lack
of cross-guided coordination substantially degrades fuzzing efficiency, highlighting Challenge 2.
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Fig. 3. Approach Overview of CoupleFuzz

3 Approach

As shown in Fig. 3, CoupleFuzz adopts a two-phase workflow: (1) a Static Analysis Phase that exam-
ines how options impact program semantics, and (2) anOption-Aware Fuzzing Phase that coordinates
option input (OI) and file input (FI) fuzzing. An overview of these two phases is introduced in Sec. 1.

3.1 Static Analysis Phase

3.1.1 Option Directly-Impact Variable Analysis. Given the target location in a program, CoupleFuzz
begins by extracting each option, identifying its directly-impact variables (DIVs), and collecting all
possible values assigned to these DIVs from the option parsing routine in the program.

Identifying Options andDIVs.CoupleFuzz leverages the state-of-the-art option-aware GF tool
Osmart [38] to extract all options O and their DIVsD. Here, O andD are many-to-many mapping;
i.e., a single option may influence multiple DIVs, and a DIV may be affected by multiple options.
Example 3.1. Fig. 4 shows the option parsing function in tiffcrop. The extracted options O =

{-f, -l, -s, -t} and DIVs D = {deffillorder, outtiled, deftilelength}. In fact, there are 38
options and 71 DIVs in tiffcrop respectively, and the others are omitted for brevity.

Value Space Analysis of DIVs. CoupleFuzz analyzes how each option influences the values of
its associated DIVs. CoupleFuzz first parses the program’s intermediate representation (IR) to iden-
tify all assignment instructions (e.g., store, memcpy, memset) that set values for each DIV 𝑑𝑖𝑣 ∈ D
and collects its assigned values. Since these assignments are often governed by control dependen-
cies, CoupleFuzz performs backward control-dependency analysis (using SVF [34]) from each
assignment instruction of𝑑𝑖𝑣 , and extracts the predicates of controlling branches (e.g., br conditions,
switch case) and conjoins them into a branch condition. CoupleFuzz then pairs each possible value
𝑣 with its corresponding branch condition 𝑏𝑐 , forming a comprehensive value set 𝑉𝑑𝑖𝑣 = {(𝑣, 𝑏𝑐)},
where 𝑣 is a possible value and 𝑏𝑐 is the branch condition under which 𝑣 is assigned.

Based on this DIV value space analysis, CoupleFuzz establishes a mapping from each option to
its associated DIVs, capturing both the complete value space and the precise enabling conditions.
This mapping is formally defined asM(𝑜𝑝𝑡) = {(𝑑𝑖𝑣,𝑉𝑑𝑖𝑣) | 𝑑𝑖𝑣 ∈ D and 𝑑𝑖𝑣 is 𝑜𝑝𝑡 ’s DIVs}, where
𝑜𝑝𝑡 ∈ O. By making both the value space and its control conditions explicit, we provide direct and
actionable guidance for targeted option mutation during fuzzing (see Sec. 3.2.2).

Example 3.2. For the example in Fig. 4, CoupleFuzz extracts the option -f andDIV deffillorder,
and parses the program IR to locate the assignment operations that assign values to deffillorder
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void process_command_opts{
      while ((c = getopt(argc, argv)) != -1) {      case ‘l’: 
         switch (c) {            outtiled = TRUE;    
    ……               *deftilelength = atoi(optarg);
          case ‘f’:           case 's’:
    if (streq(optarg, "lsb2msb"))       outtiled = FALSE; 
              *deffillorder = FILLORDER_LSB2MSB;    case 't':
           else if (streq(optarg, "msb2lsb"))     outtiled = TRUE;
              *deffillorder = FILLORDER_MSB2LSB;    case ...: } } } 

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17

Fig. 4. Option Parsing Function in tiffcrop

at Line 7 and 9. The macros FILLORDER_LSB2MSB and FILLORDER_MSB2LSB are expanded to the con-
stants 2 and 1, respectively. The control conditions for these assignments are optarg = lsb2msb at
Line 6 and optarg = msb2lsb at Line 8. Hence,M(-f) is denoted as {(𝑑𝑒 𝑓 𝑓 𝑖𝑙𝑙𝑜𝑟𝑑𝑒𝑟, {(2, optarg =

lsb2msb), (1, optarg = msb2lsb)})}.

3.1.2 Option Constraint Inference. An option is considered effective if its associated DIVs impact the
data or control flow toward the target location. However, multiple options may influence the same
DIVs, and when options are enabled simultaneously, later DIV assignments can overwrite earlier
ones, rendering the former options ineffective. For instance, as illustrated in Fig. 4, the DIV outtiled
can be set by either the -s or -t option. After option parsing, the final value of outtiled depends
on which option is specified last. If both options are provided (e.g., -s -t), the value assigned by
the latter option (-t) overwrites the former, rendering the earlier assignment ineffective. To address
this challenge, CoupleFuzz performs holistic analysis of DIV overwriting. This ensures that only
option combinations with non-overwritten influence on program behavior are considered.
Holistic DIV Constraint Extraction. For each option 𝑜𝑝𝑡𝑖 ∈ O, CoupleFuzz extracts all its

DIVs as 𝐷𝐼𝑉 (𝑜𝑝𝑡𝑖 ) = {𝑚.𝑑𝑖𝑣 | 𝑚 ∈ M(𝑜𝑝𝑡𝑖 ) }. It then considers all subsets of O, i.e., P(O). For any
option set 𝑂𝑃𝑇 = {𝑜𝑝𝑡1, 𝑜𝑝𝑡2, . . . , 𝑜𝑝𝑡𝑛} ∈ P(O), the combined DIV set is defined as 𝐷𝐼𝑉 (𝑂𝑃𝑇 ) =
𝐷𝐼𝑉 (𝑜𝑝𝑡1) ∪𝐷𝐼𝑉 (𝑜𝑝𝑡2) ∪ · · · ∪𝐷𝐼𝑉 (𝑜𝑝𝑡𝑛). Two option sets conflict when their combined DIV sets
are identical, because this indicates overwritten effects caused by DIV overwriting. Formally, the
DIV constraint for an option subset 𝑂𝑃𝑇𝑗 is defined by Eq. 1.

C(𝑂𝑃𝑇𝑗 ) =
{
𝑂𝑃𝑇𝑘

�� ∀𝑂𝑃𝑇𝑘 ∈ P(O) \ {∅, O}, 𝐷𝐼𝑉 (𝑂𝑃𝑇𝑗 ) = 𝐷𝐼𝑉 (𝑂𝑃𝑇𝑘 ), 𝑂𝑃𝑇𝑗 ⊈ 𝑂𝑃𝑇𝑘 , 𝑂𝑃𝑇𝑘 ⊈ 𝑂𝑃𝑇𝑗

}
(1)

We collect all possible option constraints for each option subset in P(O), denoted as C.
Example 3.3. For the example in Fig. 4, CoupleFuzz observes that both -s and -t assign values

to the same DIV (outtiled). As a result, enabling both options together leads to the latter option
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will overwrite the former. Thus, C({-s}) = {{-t}}. It is important to note that although -l also
sets outtiled, it is not considered as conflicting with either -s or -t in this context, because -l
additionally sets another DIV, deftilelength. The combination of outtiled and deftilelength
can result in program behaviors to the target location that are distinct from those produced by
modifying outtiled alone. Therefore,𝑂𝑃𝑇𝑗 whose DIV sets merely overlap or are subsets of𝑂𝑃𝑇𝑘
are not considered as conflicting; and only those with identical DIV sets are treated as conflicting.

3.1.3 Selective Instrumentation. CoupleFuzz further optimizes the fuzzing process by selectively
instrumenting only the basic blocks that are reachable to the target location following the approach
of SDFuzz [21] to provide focused coverage feedback.

3.2 Option-Aware Fuzzing Phase

The workflow of CoupleFuzz’s fuzzing phase is presented in Algorithm 1. At a high level, Couple-
Fuzz takes as input an instrumented program PI , a set of initial seeds S with default options (e.g.,
empty or -input) to ensure the program are executable, a target location T , a map of options and
their DIVs M, and a set of option constraints C from static analysis, and returns a set of crashing
test cases found. These crashing test cases are validated as the PoCs for the target vulnerability
following the prior methodology [16]. Different from traditional DGF tools, CoupleFuzz considers
a seed 𝑠 as a pair of option input 𝑂𝐼 and file input 𝐹𝐼 , i.e., 𝑠 = ⟨𝑂𝐼, 𝐹 𝐼 ⟩.

CoupleFuzz first initializes both seed queues and the set of crashing test cases (Line 1-3). Given
the initial seeds S, CoupleFuzz explores as many potential paths as possible to reach the target
location, following the approach of AFLGo [2]. The explored file inputs are stored in the seed queue
𝑄𝑢𝑒𝑢𝑒𝐹𝐼 , prioritized by their distance to the target location (Line 1). Additionally, CoupleFuzz
performs a preliminary exploration by testing each file input with default options to capture any
early crashes that occur in shallow execution paths. The seed queue𝑄𝑢𝑒𝑢𝑒𝑂𝐼 is initialized as empty
(Line 2). CoupleFuzz then enters the main fuzzing loop (Line 4-29). 𝑄𝑢𝑒𝑢𝑒𝐹𝐼 and 𝑄𝑢𝑒𝑢𝑒𝑂𝐼 serve as
prioritized queue for file and option input mutations, respectively, enabling CoupleFuzz to alternate
and coordinate exploitation between file structure and option space for more efficient fuzzing.

OI-Fuzzing Module. The main idea of this module is to fuzz efficient OIs that can leverage the inter-
esting execution paths from FI part of the current seed to reach deeper or more diverse paths to the
target location. CoupleFuzz begins by selecting a seed from𝑄𝑢𝑒𝑢𝑒𝐹𝐼 (Line 5). To understand which
options can influence the current seed’s execution semantics, CoupleFuzz performs DIV-sensitive
taint analysis on the seed (Line 6). If at least one of the option’s DIVs is used in the execution path,
this option is considered to be able to impact the current program semantics, and all such options
are denoted as 𝐼𝑂𝑝𝑡𝑠 . However, as discussed in Sec. 3.1.2, some of these impactful options may
overwrite the DIV values set by the current OI, thereby overwriting the effect achieved by the
existing OI. To address this concern, CoupleFuzz refines the option constraints C to identify
effective options 𝐸𝑂𝑝𝑡𝑠 (Line 7). These effective options are capable of influencing the execution
semantics of the current seed without compromising the beneficial effect of the existing OI. Next,
CoupleFuzz allocates energy to each option 𝑒𝑜𝑝𝑡 ∈ 𝐸𝑂𝑝𝑡𝑠 by the relevance to the interesting
execution paths gained from FI fuzzing (Line 9) to decide mutation attempts. CoupleFuzz then
mutates 𝑒𝑜𝑝𝑡 and executes the resulting mutated seed with new 𝑂𝐼 ′ (Line 11-12). If the mutated
seed reaches deeper or more diverse paths to the target location, it is inserted to 𝑄𝑢𝑒𝑢𝑒𝑂𝐼 (Line
14). Notice that the insertion does not rewind the pointer to the next seed to be selected. Thus this
algorithm is free from starvation. If it crashes at the target location T , it is added to 𝐶𝑟𝑎𝑠ℎ𝑒𝑠 (Line
16). Finally, the original seed is reinserted into 𝑄𝑢𝑒𝑢𝑒𝑂𝐼 (Line 17), ensuring seeds without efficient
OI discoveries can be reconsidered in subsequent iterations in FI-Fuzzing module.
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FI-Fuzzing Module. The main idea of this module is to fuzz efficient bytes in FI that can leverage
the interesting execution paths from OI part of the current seed to reach deeper or more diverse
paths to the target location. CoupleFuzz begins by popping a seed from 𝑄𝑢𝑒𝑢𝑒𝑂𝐼 (Line 18), and
then performs taint analysis on the seed to extract the set of impactful FI bytes 𝐸𝐵𝑦𝑡𝑒𝑠 which
are relevant to the interesting execution paths from OI part of the current seed (Line 19). Next,
CoupleFuzz balances the energy between 𝐸𝐵𝑦𝑡𝑒𝑠 and the holistic 𝑠 .𝐹 𝐼 (Line 20). For 𝐸𝐵𝑦𝑡𝑒𝑠 and
𝑠 .𝐹 𝐼 , CoupleFuzz applies different mutation strategies (Line 22 and 26), executes the resulting
mutated seed, and updates 𝑄𝑢𝑒𝑢𝑒𝐹𝐼 and saves the crashes like the OI-Fuzzing Module (Line 24 and
28). Finally, the original seed is reinserted into 𝑄𝑢𝑒𝑢𝑒𝐹𝐼 (Line 35).

3.2.1 Taint-Based Option Efficiveness Inference. Taint analysis guides fuzzers towards efficientmuta-
tion and help explore hard-to-reach branches [11]. However, traditional solutions are labor-intensive
and slow. CoupleFuzz adopts a lightweight DIV-sensitive taint analysis to extract effective options.

Taint-Based Impactful Option Extraction.When a DIV is used along the execution path, this
indicates that the DIV has a direct impact on program behavior. In such cases, CoupleFuzz marks all
options associated with that DIV as impactful. Specifically, CoupleFuzz performs inter-procedural
backward slicing to trace each DIV𝑑𝑖𝑣 ∈ D back to its earliest definition, rather than simply tainting
DIVs at their assignment in the option parsing function. At each origin definition point, CoupleFuzz
assigns a unique taint flag 𝑓 𝑙𝑎𝑔 to𝑑𝑖𝑣 . During execution, CoupleFuzz monitors the usage of𝑑𝑖𝑣 , and
propagates its taint flag through all variables influenced along the execution path, continuing this
propagation until program termination. Formally, for each 𝑑𝑖𝑣 , CoupleFuzz collects all variables
tainted by 𝑑𝑖𝑣 along the execution path, resulting in the DIV-to-variable taint mapM𝑡𝑎𝑖𝑛𝑡 (𝑑𝑖𝑣) =
{𝑣1, 𝑣2, . . . , 𝑣𝑛}, where each variable 𝑣 𝑗 is directly or transitively influenced by 𝑑𝑖𝑣 during execution.
CoupleFuzz uses the option-to-DIV mapM and the DIV-to-variable taint mapM𝑡𝑎𝑖𝑛𝑡 to effi-

ciently determine which options can affect program behavior in the current execution. For each
option 𝑜𝑝𝑡 𝑗 , ifM𝑡𝑎𝑖𝑛𝑡 (𝑚.𝑑𝑖𝑣) is empty for ∀𝑚 ∈ M(𝑜𝑝𝑡 𝑗 ), then 𝑜𝑝𝑡 𝑗 has no effect on the current
execution, and can be skipped in further mutations; otherwise, 𝑜𝑝𝑡 𝑗 is considered as impactful.
CoupleFuzz collects all such impactful options into 𝐼𝑂𝑝𝑡𝑠 for targeted mutation. Since options that
were previously effective may become ineffective after FI part mutation, CoupleFuzz leverages
𝐼𝑂𝑝𝑡𝑠 to dynamically shrink the option space for 𝑠 .𝑂𝐼 , ensuring that only currently impactful
options are considered for further mutation.
Effective Option Extraction. During OI mutation, CoupleFuzz adopts a focused strategy of

adding only one new option to the current option input 𝑠 .𝑂𝐼 , while keeping all previously selected
options unchanged (see Sec. 3.2.3 for further discussion of this strategy). However, as previously
noted, not every newly added option will necessarily have an effect to the target location and
some may be ineffective, rendering the mutation unproductive. To ensure that only meaningful
mutations are performed, CoupleFuzz refines the option constraints C to filter 𝐼𝑂𝑝𝑡𝑠 and produce
a subset of truly effective options, denoted as 𝐸𝑂𝑝𝑡𝑠 . Only these effective options are considered
for further mutation, thereby improving the efficiency and precision of the fuzzing process.

For each impactful option 𝑜𝑝𝑡 𝑗 ∈ 𝐼𝑂𝑝𝑡𝑠 , let its impactful DIVs be DIV 𝑗 = {𝑚.𝑑𝑖𝑣 | 𝑚 ∈ M(𝑜𝑝𝑡 𝑗 )}.
CoupleFuzz considers only options containing these impactful DIVs to construct refined constraints
and yields C+ following the same constraint extraction process as C (see Sec. 3.1.2).

To ensure that adding an option 𝑖𝑜𝑝𝑡 ∈ 𝐼𝑂𝑝𝑡𝑠 does not break the effectiveness of existing options
in the current seed 𝑠 .𝑂𝐼 , CoupleFuzz validates that 𝑖𝑜𝑝𝑡 does not conflict with any subset of options
in the current seed. Formally, let 𝑆𝑂𝑝𝑡 denote the set of currently enabled options in the seed. An
option 𝑖𝑜𝑝𝑡 ∈ 𝐼𝑂𝑝𝑡𝑠 is considered effective if Eq. 2 is satisfied,

∀𝑆 ⊆ 𝑆𝑂𝑝𝑡 : C+ ({𝑖𝑜𝑝𝑡} ∪ 𝑆) ∩ 𝑆𝑂𝑝𝑡 = ∅ (2)
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where 𝑆 is any subset of the currently enabled options 𝑆𝑂𝑝𝑡 . CoupleFuzz collects all such effective
options into 𝐸𝑂𝑝𝑡𝑠 . Each 𝑒𝑜𝑝𝑡 ∈ 𝐸𝑂𝑝𝑡𝑠 can independently contribute to program behavior, thereby
reducing unnecessary computation and focusing mutation efforts on truly impactful options.

Example 3.4. Following Example 3.2, the option -s initially appears effective when combined with
the option -l, since -l can affect the unique DIV deftilelength. However, after performing taint
analysis, CoupleFuzz finds that deftilelength is not used in the current execution path. Thus,
the refined constraints C+ (-s) = {-l, -t} are generated, and -l is excluded if -s is already enabled.

3.2.2 Option-Oriented Power Scheduling. Traditional DGF tools typically focus all resources on mu-
tating the FI part of a seed, which, as shown in Sec. 1, is often ineffective and inefficient. To address
this, CoupleFuzz introduces an energy allocation strategy that dedicates a portion of fuzzing effort
to the OI part. However, the optimal division of energy between OI and FI remains an open question:
allocating too little to OI yields minimal benefit, while allocating too much undermines FI explo-
ration. CoupleFuzz determines energy allocation to OI based on the efficiency of options in 𝐸𝑂𝑝𝑡𝑠 .
For those discovered new execution paths that have closer distances to the target location mutated
by FI, options that influence DIVs used in these paths are considered efficient and receive higher
energy allocation. This strategy is motivated by the observation that these newly discovered paths
represent promising avenues toward the target, and targeted OI scheduling can further exploit
these paths to drive execution even closer to the target, achieving faster convergence.

CoupleFuzz first examines which newly explored program behaviors are influenced by options.
Specifically, it compares the inter-procedural control flow graph (ICFG) paths before and after FI
mutation: Δ𝜉 (𝑠) = 𝜉 (𝑠) − 𝜉 (𝑠′), where 𝜉 (𝑠) is the execution path of current seed and 𝜉 (𝑠′) is the
path before FI mutation. We define two sets for each option 𝑜𝑝𝑡𝑖 ∈ 𝐸𝑂𝑝𝑡𝑠 by Eq. 3 and 4.

𝐸𝐵(𝑜𝑝𝑡𝑖 ) = {𝑏𝑏 | 𝑏𝑏 ∈ Δ𝜉 (𝑠), ∃𝑚 ∈ M(𝑜𝑝𝑡𝑖 ) : ∃𝑣𝑎𝑟 ∈ M𝑡𝑎𝑖𝑛𝑡 (𝑚.𝑑𝑖𝑣) : 𝑣𝑎𝑟 ∈ 𝑏𝑏} (3)

𝐵(𝑜𝑝𝑡𝑖 ) = {𝑏𝑏 | 𝑏𝑏 ∈ 𝜉 (𝑠), ∃𝑚 ∈ M(𝑜𝑝𝑡𝑖 ) : ∃𝑣𝑎𝑟 ∈ M𝑡𝑎𝑖𝑛𝑡 (𝑚.𝑑𝑖𝑣) : 𝑣𝑎𝑟 ∈ 𝑏𝑏} (4)

Here, 𝑏𝑏 is the basic block in the execution path, 𝐸𝐵(𝑜𝑝𝑡𝑖 ) is the set of newly covered basic blocks
after FI mutation that are tainted by 𝑜𝑝𝑡𝑖 , and 𝐵(𝑜𝑝𝑡𝑖 ) is the set of all basic blocks in the current
execution path 𝜉 (𝑠) tainted by 𝑜𝑝𝑡𝑖 .

CoupleFuzz adopts the simulated annealing algorithm from AFLGo for option-oriented power
scheduling, with a modified energy calculation based on the new seed distance metric. We define
the average distance from tainted basic blocks to the target basic block 𝑇𝑏 by Eq. 5,

𝑑𝑜𝑝𝑡 (𝑜𝑝𝑡𝑖 ,𝑇𝑏) =
∑

𝑏𝑏∈𝐸𝐵 (𝑜𝑝𝑡𝑖 ) 𝑑𝑏 (𝑏𝑏,𝑇𝑏)
|𝐸𝐵(𝑜𝑝𝑡𝑖 ) |

if 𝐸𝐵(𝑜𝑝𝑡𝑖 ) ≠ ∅, else
∑

𝑏𝑏∈𝐵 (𝑜𝑝𝑡𝑖 ) 𝑑𝑏 (𝑏𝑏,𝑇𝑏)
|𝐵(𝑜𝑝𝑡𝑖 ) |

(5)

where𝑑𝑏 (𝑏𝑏,𝑇𝑏) denotes the distance from the basic block𝑏𝑏 to the basic block of the target location
𝑇𝑏 . The metric 𝑑𝑜𝑝𝑡 prioritizes options that taint basic blocks closer to the target, especially focusing
on newly explored blocks 𝐸𝐵(𝑜𝑝𝑡𝑖 ) if available; otherwise, it considers all tainted blocks 𝐵(𝑜𝑝𝑡𝑖 ).
A smaller 𝑑𝑜𝑝𝑡 value indicates that mutating 𝑜𝑝𝑡𝑖 is more likely to help reach the target, and thus,
more fuzzing energy should be allocated to it.

Example 3.5. As illustrated in Fig. 2, CoupleFuzz first taints the definition of no_acceleration at
Line 1. After one round of FI mutation, CoupleFuzz discovers newly covered basic blocks, including
Line 12. CoupleFuzz then identifies that option “-0” (where M(-0) = {no_acceleration}) can
influence the current program behavior. CoupleFuzz then calculates the distance from the tainted
basic blocks to the target location 𝑇𝑏 and allocates energy (e.g., 1,223) to option “-0”.
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3.2.3 Option-Oriented OIMutation. CoupleFuzz considers one strategy for OImutation, i.e., adding
only one new option to the current option input 𝑠 .𝑂𝐼 , while keeping all previously selected options
unchanged. This is because: (1) the current OI has already demonstrated effectiveness for the seed in
the previous OI mutation round, so changing it could disrupt its beneficial impact; and (2) mutating
multiple options simultaneously introduces combinatorial complexity, making it hard to attribute
improvements to specific options. By adding one option at a time, CoupleFuzz can clearly assess
each option’s individual contribution and maintain a focused fuzzing process. Specifically, given
an option 𝑜𝑝𝑡 ∈ 𝐸𝑂𝑝𝑡𝑠 , CoupleFuzz performs structural mutations on the OI part of the seed.
Each OI is represented as a tuple ⟨𝑒𝑜𝑝𝑡, 𝑎𝑟𝑔1, 𝑎𝑟𝑔2, . . .⟩, where 𝑒𝑜𝑝𝑡 denotes the effective option and
𝑎𝑟𝑔1, 𝑎𝑟𝑔2, . . . are its associated arguments. After adding 𝑜𝑝𝑡 , CoupleFuzz mutates its arguments,
following the approach of ZigZagFuzz [18], enabling the generation of diverse and valid OIs.

During OI mutation, CoupleFuzz exploits the value space of each option’s DIV to optimize energy
allocation. For each 𝑒𝑜𝑝𝑡 ∈ 𝐸𝑂𝑝𝑡𝑠 , CoupleFuzz examines all associated DIVs by iterating over𝑚 ∈
M(𝑒𝑜𝑝𝑡), where the value space for each DIV 𝑑𝑖𝑣 is given by𝑚.𝑉𝑑𝑖𝑣 = {(𝑣, 𝑏𝑐)}, with 𝑣 as a possible
value and𝑏𝑐 as its enabling condition. CoupleFuzz systematically enumerates all 𝑣 for𝑑𝑖𝑣 , collecting
the set 𝑉 = {𝑣 | (𝑣, 𝑏𝑐) ∈ 𝑚.𝑉𝑑𝑖𝑣}. If |𝑉 | (the number of possible values) is less than the assigned
energy budget, CoupleFuzz terminates mutation early after all values are explored, reclaiming
unused energy for subsequent fuzzing. To further avoid wasteful exploration, CoupleFuzz analyzes
the reachability of each value by checking its control condition 𝑏𝑐 . If any control condition 𝑏𝑐 is
determined by configurable arguments (such as optarg or argv[1]) and is parsed by functions
like atoi or strtol, CoupleFuzz proactively mutates the relevant arguments simultaneously.
This ensures that the mutated arguments can satisfy the feasible control condition 𝑏𝑐 , thereby
maximizing the likelihood of exercising meaningful value combinations.

Example 3.6. Following Example 3.5, consider the option no_acceleration whose value space
is limited to {𝑡𝑟𝑢𝑒} which is much smaller than the assigned energy budget of 1,223. After one
round of OI mutation, CoupleFuzz terminates the mutation process and the unused energy is
efficiently reclaimed and redirected to subsequent fuzzing.

3.2.4 Taint-Based Byte Efficiency Inference. Building on the OI power scheduling strategy, Couple-
Fuzz applies FI-aware taint analysis to assess the efficiency of individual bytes in the FI. Specifically,
it identifies bytes that influence any variable along those discovered new execution paths that have
closer distances to the target location mutated by OI, as indicated by Δ𝜉 (𝑠) before and after OI
mutation. These bytes, considered efficient, are collected into the set 𝐸𝐵𝑦𝑡𝑒𝑠 for targeted mutation.

3.2.5 FI-Oriented Power Scheduling. Different from traditional DGF tools that treat all bytes equally,
CoupleFuzz allocates more energy to these efficient bytes for more focused exploration. Formally,
CoupleFuzz computes the average distance from all basic blocks in the current execution paths
𝜉 (𝑠) and the previous path before OI mutation 𝜉 (𝑠′), respectively to the target location 𝑇𝑏 by Eq. 6,

𝑑𝐹𝐼 (𝑠,𝑇𝑏) =
∑

𝑏𝑏∈𝜉 (𝑠 ) 𝑑𝑏 (𝑏𝑏,𝑇𝑏)
|𝜉 (𝑠) | , 𝑑𝐹𝐼 (𝑠′,𝑇𝑏) =

∑
𝑏𝑏∈𝜉 (𝑠′ ) 𝑑𝑏 (𝑏𝑏,𝑇𝑏)

|𝜉 (𝑠′) | (6)

where 𝑠 is the current seed and 𝑠′ is the seed before OI mutation. Based on these distance mea-
surements, CoupleFuzz computes an efficiency score as 𝑠𝑐𝑜𝑟𝑒𝑒 𝑓 𝑓 = 𝑑𝐹𝐼 (𝑠′,𝑇𝑏) −𝑑𝐹𝐼 (𝑠,𝑇𝑏) to assess
whether the newly discovered basic blocks are closer to the target than the previous ones. When
𝑠𝑐𝑜𝑟𝑒𝑒 𝑓 𝑓 > 0, the current execution path 𝜉 (𝑠) is closer to the target than the previous path 𝜉 (𝑠′),
indicating that OI mutation has successfully advanced the fuzzing process toward the target location.
To determine the appropriate energy allocation for efficient bytes 𝐸𝐵𝑦𝑡𝑒𝑠 and to adequately

explore the newly discovered basic blocks gained from OI mutation, CoupleFuzz normalizes this
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efficiency score to obtain a weight for 𝐸𝐵𝑦𝑡𝑒𝑠 by Eq. 7,

𝑤𝑒 𝑓 𝑓 =

√︄
max

(
0,
|𝐸𝐵𝑦𝑡𝑒𝑠 |
|𝐵𝑦𝑡𝑒𝑠 | · 𝑑𝐹𝐼 (𝑠

′,𝑇𝑏) − 𝑑𝐹𝐼 (𝑠,𝑇𝑏)
𝑑𝐹𝐼 (𝑠′,𝑇𝑏)

)
(7)

where |𝐵𝑦𝑡𝑒𝑠 | represents the total number of file input bytes. The ratio |𝐸𝐵𝑦𝑡𝑒𝑠 |
|𝐵𝑦𝑡𝑒𝑠 | quantifies the effi-

ciency of byte exploration: when |𝐵𝑦𝑡𝑒𝑠 | is small, the input can be completely explored with minimal
energy, while larger |𝐵𝑦𝑡𝑒𝑠 | requires proportionally more energy to achieve comprehensive explo-
ration. The distance improvement factor, 𝑑𝐹𝐼 (𝑠

′,𝑇𝑏 )−𝑑𝐹𝐼 (𝑠,𝑇𝑏 )
𝑑𝐹𝐼 (𝑠′,𝑇𝑏 ) , measures how much closer these new

basic blocks bring execution to the target, prioritizing mutations that yield real progress. The square
root in𝑤𝑒 𝑓 𝑓 smooths the combined effect of these factors, preventing excessive energy allocation
when both are too low. If 𝑠𝑐𝑜𝑟𝑒𝑒 𝑓 𝑓 is not positive,𝑤𝑒 𝑓 𝑓 is set to zero, and no extra energy is spent
on these bytes. The total energy 𝑒 is then split: 𝑒𝑒 𝑓 𝑓 =𝑤𝑒 𝑓 𝑓 · 𝑒 targets efficient bytes 𝐸𝐵𝑦𝑡𝑒𝑠 , while
𝑒𝑟𝑒𝑠𝑡 = 𝑒 −𝑒𝑒 𝑓 𝑓 is used for general FI mutation following AFLGo [2]. This targeted energy allocation
strategy ensures that fuzzing effort is concentrated on the most promising bytes, maximizing the
likelihood of advancing toward the target location.

3.2.6 FI-Oriented Mutation. CoupleFuzz employs a fine-grained mutation strategy for 𝐸𝐵𝑦𝑡𝑒𝑠
(i.e., iteratively flipping individual bits or performing small arithmetic modifications). This strategy
maintains the structural integrity of the seed, preserving the progress achieved through OI mutation,
while enabling targeted exploration for further incremental advances toward the target.

Example 3.7. Following Example 3.5, after one round of OI mutation, CoupleFuzz enables “-0”
during OI fuzzing. In FI fuzzing, CoupleFuzz identifies the bytes related to bit_depth and applies
a fine-grained mutation strategy to them, aiming to adjust bit_depth to lower than 8.

4 Evaluation

We implemented the static analysis module of CoupleFuzz by SVF [34], and implemented its option-
aware fuzzing module by extending AFL v2.57b [30] and DFSan [7], totally adding approximately
5,500 lines of C/C++ code and 1,000 lines of Rust code. We designed the following research questions
to evaluate the performance of CoupleFuzz. All experiments were performed on a machine with
an Intel(R) Xeon(R) Silver 4314 CPU, and 64 GB of memory, running Ubuntu 22.04. Each fuzzer was
executed within an isolated Docker container to ensure a consistent and controlled environment.
• RQ1 Efficiency Evaluation on Option-Unavailable Dataset. How is the efficiency of Cou-
pleFuzz in PoC generation for option-unavailable dataset?

• RQ2 Efficiency Evaluation on Option-Available Dataset. How is the efficiency of Couple-
Fuzz in PoC generation for option-available (commonly provided by human experts) dataset?

• RQ3 Ablation Study. How are the contributions of the FI-Fuzzing module and the OI-Fuzzing
module to the achieved efficiency of CoupleFuzz?
Baselines.We compared CoupleFuzz with three state-of-the-art DGF tools, i.e., DAFL [16], Win-

dRanger [9], and AFLGo [2]. We excluded Hawkeye [3] and ParmeSan [32] since they are close
sourced. Besides, we also compared CoupleFuzz with two state-of-the-art option-aware GF tools,
i.e., ProphetFuzz [37] and ZigZagFuzz [18]. We excluded POWER [17] and AFL++-argv [10] from
our comparison, as ZigZagFuzz is a direct enhancement of both tools, and its original evaluation
has already demonstrated consistent improvements over them. We also excluded CarpetFuzz [36]
as ProphetFuzz is a direct enhancement of it. Furthermore, despite our attempts to contact the
developers, the fuzzing module of OSmart [38] remained unavailable, rendering it unusable.
Evaluation Metric. Following previous work [9], we adopted time to exposure (TTE) as our

primary evaluation metric. TTE measures the time required for a fuzzer to generate the first input
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that triggers a crash at a specific target location only when the time limit was not reached. This
metric provides a direct assessment of the efficiency of each fuzzer in generating PoCs for the
vulnerabilities. Additionally, we introduce the success ratio (Succ.) metric, which measures the ratio
of successful PoC generations out of all trials.

Initial Seeds and Time Budget. The initial seeds can affect the efficiency of the fuzzing process.
We utilized the seeds provided by the project itself and those available across different fuzzers to
ensure a fair comparison following DAFL [16]. Each tool was allocated a time budget of 24 hours. To
account for the inherent randomness of fuzzing and reduce the impact of fluctuations, we repeated
the fuzzing process 10 times for each tool and reported the average TTE across these runs.

4.1 Efficiency Evaluation on Option-Unavailable Dataset (RQ1)

Dataset Construction. To assess the performance of CoupleFuzz on option-unavailable dataset,
we curated a dataset of 26 vulnerabilities with their target locations from static analysis reports
through a rigorous three-step process.

Step 1: Static Vulnerability Report Generation. To ensure a comprehensive evaluation, we selected
a diverse set of 15 real-world programs that are widely recognized as benchmarks in prior fuzzing
research [2, 9, 16]. For each of the 15 programs, we collected multiple versions released after January
2020, resulting in a total of 220 program versions. These programs were deliberately chosen to
encompass a wide range of functionalities and codebase sizes, thereby allowing us to thoroughly
assess the efficiency of CoupleFuzz. For each program version, we applied CodeQL [4] with a set
of carefully curated rules [12] to generate static vulnerability reports. We totally collected 979 static
vulnerability reports with dangerous target locations for subsequent analysis.

Step 2: False Positive Filtering. Given the relatively high false positive rate of CodeQL [16, 23, 35,
45], running DGF on all static vulnerability reports would be prohibitively expensive. To address
this, we first randomly sampled 276 static vulnerability reports (with a confidence level of 95%
and a margin of error of 5%) and filtered out duplicates for cross-version vulnerabilities, yielding
69 reports. Specifically, when the same vulnerability (i.e., sharing identical target location with
same vulnerability type) is reported by CodeQL in multiple program versions, we retain only the
newest affected version to reduce redundant fuzzing effort. Two security experts, each with over
five years of experience, then independently examined these reports to identify and remove false
positives. Disagreements were resolved by a third expert to ensure consensus. As a result of this
process, we obtained a final set of 37 unique and confirmed static vulnerability reports, requiring
approximately 100 hours of effort and achieving a Cohen’s Kappa coefficient of 0.927.
Step 3: PoC Generation.We conducted fuzzing experiments using the three DGF tools and two

option-aware GF tools from our baselines, as well as CoupleFuzz. For the DGF tools, we specified
the dangerous target locations identified by CodeQL as fuzzing targets, and supplied the default
options to ensure the programs could execute correctly (e.g., -i –input file, -o –output file).
Following DAFL [16], we only considered PoCs whose crash types and crash lines are identical to
those described in the static vulnerability reports. Through this rigorous and systematic process, we
successfully generated PoCs for 26 vulnerabilities, ensuring that for each vulnerability, at least one
PoC was generated by at least one tool and successfully triggered the corresponding vulnerability.
Overall Results. As shown in Table 2, CoupleFuzz generates 22 (59%) PoCs, outperforming

the best baseline, DAFL (7), by 3.1×. Among these 22 PoCs, CoupleFuzz achieves the best success
ratio in 21 cases, which is 5.3× more than the best baseline DAFL (4). For the 6 vulnerabilities
where both CoupleFuzz and DAFL successfully generated PoCs, CoupleFuzz achieves an average
PoC generation time of 7.3 hours, which is 0.84× of DAFL’s speed due to the overhead of option
exploration. CoupleFuzz still outperforms other baselines, achieving speedups of 1.2× to 1.6× over
Windranger, AFLGo, ProphetFuzz, and ZigZagFuzz. These results demonstrate that the slight
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Table 2. PoC Generation Results on Option-Unavailable Dataset (T.O denotes the fuzzer was unable to

generate PoC within the time budget, C.E denotes compilation error, and O.E denotes the fuzzer was unable to

extract the options. #Best denotes the number of cases for which the tool has the best performance among all

other tools. O-DGF denotes the option-aware DGF tool, DGF denotes the traditional DGF tool, O-GF denotes

the option-aware GF tool. w/o FI. denotes the TTE of CoupleFuzz ablated with FI-Fuzzing module. w/o OI.

denotes the TTE of CoupleFuzz ablated with OI-Fuzzing module. w/o Sele. denotes the TTE of CoupleFuzz

ablated with selective instrumentation. TTE is calculated only when the time limit (24h) was not reached, and

averaged across successful runs. Succ. denotes the number of successful PoC generations out of 10 trials.)

Program ID

DGF O-GF O-DGF

DAFL Windranger AFLGo ProphetFuzz ZigZagFuzz CoupleFuzz w/o FI. w/o OI. w/o Sele.

Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE

tiffcrop

1 0/10 T.O 0/10 T.O 0/10 T.O 1/10 23.9 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O
2 0/10 T.O 0/10 T.O 0/10 T.O 10/10 1.3 0/10 T.O 10/10 0.6 0/10 T.O 0/10 T.O 10/10 0.6
3 0/10 T.O 0/10 T.O 0/10 T.O 7/10 9.6 4/10 20.5 9/10 2.1 0/10 T.O 0/10 T.O 7/10 2.8
4 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 5/10 14.1 0/10 T.O 0/10 T.O 5/10 16.7
5 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 10/10 0.9 0/10 T.O 0/10 T.O 10/10 1.1
6 0/10 T.O 0/10 T.O 0/10 T.O 2/10 17.2 0/10 T.O 6/10 13.6 0/10 T.O 0/10 T.O 4/10 15.9
7 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 5/10 16.0 0/10 T.O 0/10 T.O 5/10 18.4
8 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 6/10 11.5 0/10 T.O 0/10 T.O 3/10 12.5

mp4encrypt
1 0/10 T.O 0/10 T.O 0/10 T.O O.E O.E 0/10 T.O 3/10 19.1 0/10 T.O 0/10 T.O 0/10 T.O
2 0/10 T.O 0/10 T.O 0/10 T.O O.E O.E 4/10 13.6 6/10 8.6 0/10 T.O 0/10 T.O 5/10 10.2

img2sixel

1 C.E C.E 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 1/10 19.6 0/10 T.O 0/10 T.O 0/10 T.O
2 C.E C.E 0/10 T.O 0/10 T.O 0/10 T.O 10/10 1.0 10/10 2.2 0/10 T.O 0/10 T.O 10/10 1.0
3 C.E C.E 0/10 T.O 0/10 T.O 1/10 23.8 1/10 22.8 1/10 21.7 0/10 T.O 0/10 T.O 0/10 T.O
4 C.E C.E 4/10 8.6 5/10 16.4 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O
5 C.E C.E 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 5/10 14.2 0/10 T.O 0/10 T.O 4/10 14.2
6 C.E C.E 0/10 T.O 0/10 T.O 2/10 23.6 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O
7 C.E C.E 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 5/10 13.3 0/10 T.O 0/10 T.O 5/10 13.6
8 C.E C.E 10/10 0.1 10/10 0.3 0/10 T.O 10/10 0.4 10/10 0.2 0/10 T.O 10/10 0.1 10/10 0.39

dec265 1 C.E C.E 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 10/10 0.3 10/10 0.1 0/10 T.O 10/10 0.3

bsdcpio
1 7/10 4.1 6/10 4.7 7/10 8.8 0/10 T.O 0/10 T.O 10/10 5.2 0/10 T.O 0/10 T.O 10/10 5.6
2 8/10 5.5 9/10 7.4 6/10 5.0 0/10 T.O 0/10 T.O 10/10 6.0 0/10 T.O 0/10 T.O 10/10 6.6

tiff2ps 1 10/10 0.2 10/10 0.4 10/10 0.5 0/10 T.O 0/10 T.O 10/10 0.5 0/10 T.O 10/10 0.4 10/10 0.6

tiff2pdf 1 3/10 16.7 0/10 T.O 0/10 T.O 1/10 19.7 0/10 T.O 6/10 16.6 0/10 T.O 7/10 21.1 7/10 18.4

tiffdither 1 4/10 13.6 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O

rizin 1 6/10 8.8 3/10 18.8 1/10 21.7 0/10 T.O 0/10 T.O 2/10 12.7 0/10 T.O 3/10 11 2/10 14.3

jasper 1 10/10 1.1 10/10 1.6 10/10 1.9 O.E O.E 0/10 T.O 10/10 2.5 0/10 T.O 10/10 2.1 10/10 2.9

#Best 4 5 3 2 4 1 4 2 3 1 21 15 – – – – – –

time overhead from option exploration is a worthwhile trade-off; i.e., CoupleFuzz generates 3.1×
more PoCs and achieves 5.3× more best success ratio, clearly showcasing CoupleFuzz’s superior
effectiveness in PoC generation compared to the best state-of-the-art.
Comparison with Traditional DGF. For Windranger and AFLGo, CoupleFuzz generates 2.7×

more PoCs than each baseline. CoupleFuzz also achieves a speedup by 1.2× and 1.4×, respectively.
CoupleFuzz achieves the best performance in 15 cases, outperforming the best DAFL (5) by 3×.

Comparison with Option-Aware GF.Compared to ProphetFuzz, the best option-aware GF baseline,
CoupleFuzz generates 3.1×more PoCs and achieves an average speedup of 1.3×. Regarding ZigZag-
Fuzz, CoupleFuzz outperforms it by generating 4.4×more PoCs and achieving an average speedup
of 1.6×. Furthermore, CoupleFuzz achieves the best performance in 15 cases, outperforming the
best option-aware GF baseline, ProphetFuzz (2), by 7.5×.

In-Depth Analysis. To better evaluate the performance of CoupleFuzz, we categorize all gen-
erated PoCs of CoupleFuzz based on their triggering requirements: (1) PoCs generated for Option-
Dominated vulnerabilities, which require specific program options and can be triggered without any
file input, including only 1 case in our dataset; (2) PoCs generated for File-Dominated vulnerabilities,
which can be triggered using default options, including 6 cases; (3) PoCs generated for Hybrid
vulnerabilities, which require both specific program options and crafted file inputs, including 15
cases; and (4) PoCs that could not be generated by CoupleFuzz, including 4 cases.
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PoCs for Option-Dominated Vulnerabilities (1). In this category, dec265-1 [24] is a vulnerability
that can only be triggered by specifying the -T option, which is not included in the program’s
default options. CoupleFuzz efficiently discovers this required option through its OI-fuzzing phase
and generates a PoC in just 0.3 hours, whereas all traditional DGF tools fail because they rely
solely on default options and cannot reach the target location. This underscores the necessity of
option-awareness in DGF for generating PoCs for such vulnerabilities.

PoCs for File-Dominated Vulnerabilities (6). In this category, CoupleFuzz can achieve competitive
or even surpasse the efficiency of the best traditional DGF tool, DAFL. For instance, consider the
case of tif2pdf-1 [26], a NULL pointer dereference vulnerability that can be triggered solely by
providing a specially crafted TIFF file. CoupleFuzz is able to generate a PoC in 16.6 hours, which is
slightly faster than DAFL (16.7 hours). This efficiency can be attributed to CoupleFuzz’s ability
to automatically identify and leverage effective option combinations (e.g., -j which ensures that
the vulnerable function is exercised in this case) during the OI-fuzzing phase. Combining with the
efficient FI-fuzzing phase, CoupleFuzz is able to rapidly generate the necessary input file, thereby
significantly streamlining the entire fuzzing process.
PoCs for Hybrid Vulnerabilities (15). In this category, traditional DGF tools fail to generate any

PoCs since the default options render the target locations unreachable or untriggerable within 24
hours, while ProphetFuzz and ZigZagFuzz generate only 4 and 5 PoCs, respectively. In contrast,
CoupleFuzz generates 3.8× and 3.0× more PoCs and achieves speedups of 1.3× and 1.6× on the
generated PoCs. On average, CoupleFuzz requires 11.0 hours to generate these PoCs and achieves
a speedup of 1.5×. For example, the heap overflow vulnerability tiffcrop-7 [27] requires both a
specific, complex set of options (-E top -F both -I black -R 90 -Z 1:3,1:3 -e separate
-k 1 -m -z) and a specially crafted TIFF file to be triggered. In this challenging case, CoupleFuzz
successfully generates a PoC in just 16.0 hours, whereas all traditional DGF and option-aware GF
tools fail. This result underscores the superior effectiveness of CoupleFuzz in addressing complex
hybrid vulnerabilities that require the coordination between option and file mutations.

PoCs That are Not Generated by CoupleFuzz (4). Although CoupleFuzz is efficient in most cases,
there are 4 cases where CoupleFuzz failed to generate (i.e., tiffcrop-1, img2sixel-4, img2sixel-6,
and tiffdither-1). To better understand these failures, we conducted an in-depth analysis and
identified three key limitations of CoupleFuzz. First, our extraction of options and DIVs depends
on Osmart [38], a code-based tool that, while generally effective, may occasionally extract incorrect
options andDIVs. Such false positives can negatively affect the OI-fuzzingmodule’s ability to explore
relevant input spaces, which in turn led to CoupleFuzz’s failure to generate PoCs for tiffdither-1
and img2sixel-6. Second, CoupleFuzz utilizes an incremental mutation strategy to generate option
inputs (OIs).While generally effective, it can lead to increased PoC generation time for vulnerabilities
that require complex combinations of options. For tiffcrop-1, the triggering command involves 18
options (see our website [5]), versus 9 for tiffcrop-7 above; moreover, many options have continuous
and large value spaces (e.g., -Y), which prevent energy recycling and lead to a slow convergence.
Consequently, CoupleFuzz failed to reach the required combination within the time budget. Third,
in cases where vulnerabilities can be triggered using only the default options, CoupleFuzz may
spend unnecessary time in the OI-fuzzing module, which can lead to failures in generating PoCs,
as observed with img2sixel-4. Nevertheless, this module is crucial for identifying effective option
combinations that can significantly accelerate fuzzing in more complex scenarios. The overall
efficiency of CoupleFuzz, particularly in the majority hybrid vulnerabilities, demonstrates the
value of this module despite its occasional overhead in simpler cases.

Usefulness Evaluation. As discussed in Sec. 1, PoC generation for static vulnerability reports
serves two main purposes, reducing the false positive rate of static analysis tools and accelerating
vulnerability disclosure, and enhancing the quality of statically detected vulnerabilities. To further
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Table 3. PoC Generation Results on Option-Available Dataset (“–” indicates DGF using default options. “
∗
”

indicates the generated PoC option by CoupleFuzz is different from expert-provided one. Other notations

are consistent with Table 2.)

Program CVE

DGF O-GF O-DGF

DAFL DAFL(–) ProphetFuzz ZigZagFuzz CoupleFuzz

Succ. TTE Succ. TTE Succ. TTE Succ. TTE Succ. TTE

swftophp [16]

2018-11095 10/10 0.2 10/10 0.3 0/10 T.O 0/10 T.O 10/10 0.8
2016-9829 10/10 0.7 10/10 0.7 10/10 3.1 0/10 T.O 10/10 0.7

2017-9988 0/10 T.O 0/10 T.O 9/10 5.0 0/10 T.O 10/10 6.5

2017-11728 10/10 0.3 10/10 0.8 10/10 1.9 0/10 T.O 10/10 0.7
2017-11729 10/10 0.1 10/10 0.1 10/10 1.6 0/10 T.O 10/10 0.4
2017-7578 10/10 0.1 10/10 0.3 10/10 2.1 0/10 T.O 10/10 1.1
2018-11225 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 2/10 17.3

2019-12982 9/10 2.3 10/10 2.3 0/10 T.O 0/10 T.O 10/10 3.5
2020-6628 7/10 11.1 8/10 10.9 0/10 T.O 0/10 T.O 6/10 14.3

exiv2 [29, 37]
2017-11339 C.E C.E C.E C.E 2/10 21.2 0/10 T.O 0/10 T.O
2017-17669 C.E C.E C.E C.E C.E T.O 1/10 23.7 0/10 T.O
2018-10780 C.E C.E C.E C.E C.E T.O 0/10 T.O 3/10 23.2

img2sixel [19, 37]
2022-29978 C.E C.E C.E C.E 7/10 10.7∗ 0/10 T.O 10/10 1.5

∗
2019-20094 C.E C.E C.E C.E 0/10 T.O 0/10 T.O 10/10 0.7

∗
2022-27046 C.E C.E C.E C.E 0/10 T.O 0/10 T.O 10/10 0.6

∗

bsdcpio [9, 38] 2015-8915 10/10 4.4 10/10 8.9 O.E O.E 0/10 T.O 10/10 3.8

objcopy [16]
2017-8393 10/10 0.4 10/10 3.2 0/10 T.O 0/10 T.O 10/10 0.5
2017-8394 10/10 0.5 0/10 T.O 8/10 5.6∗ 0/10 T.O 10/10 0.5

2017-8395 10/10 0.1 0/10 T.O 0/10 T.O 0/10 T.O 10/10 0.1

jasper [19, 37] 2016-9398 0/10 T.O 0/10 T.O O.E O.E 0/10 T.O 10/10 3.8

2018-9252 0/10 T.O 0/10 T.O O.E O.E 0/10 T.O 5/10 17.0
∗

tiffcrop [19, 37]

2023-0801 10/10 1.1 0/10 T.O 0/10 T.O 0/10 T.O 10/10 0.7
∗

2023-25433 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 3/10 7.2
∗

2023-25434 10/10 0.9 0/10 T.O 0/10 T.O 0/10 T.O 10/10 0.5
∗

2022-2057 0/10 T.O 0/10 T.O 0/10 T.O 6/10 14.7∗ 5/10 13.4
∗

2023-0802 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 3/10 20.0
∗

2023-0803 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O 10/10 9.1
∗

2023-0796 0/10 T.O 0/10 T.O 0/10 T.O 1/10 19.1
∗

1/10 21.9∗
2023-3618 3/10 13.0 0/10 T.O 0/10 T.O 0/10 T.O 10/10 8.2

∗
2023-26965 10/10 0.1 0/10 T.O 10/10 3.0∗ 0/10 T.O 10/10 0.2∗

strip [16] 2017-7303 10/10 0.2 10/10 1.5 0/10 T.O 0/10 T.O 10/10 1.2

objdump [16]
2017-8396 2/10 23.7 0/10 T.O 0/10 T.O 0/10 T.O 0/10 T.O
2017-8398 10/10 0.3 10/10 1.1 0/10 T.O 0/10 T.O 10/10 0.6
2017-8392 10/10 0.4 10/10 1.2 10/10 6.7 0/10 T.O 10/10 0.6

tiffsplit [19, 37] 2016-10095 10/10 6.8 10/10 8.6 0/10 T.O 3/10 18.3 10/10 7.7
2016-9273 10/10 6.8 10/10 8.6 0/10 T.O 0/10 T.O 0/10 T.O

readelf [16] 2017-16828 10/10 0.1 10/10 1.2 0/10 T.O 0/10 T.O 10/10 0.3

xmllint [16] 2017-5969 10/10 0.4 10/10 1.6 0/10 T.O 0/10 T.O 10/10 1.0

jpeg [3, 37] 2022-31796 0/10 C.E 0/10 C.E 0/10 T.O 10/10 5.8 10/10 2.3

djpeg [3, 37] 2021-29390 0/10 C.E 0/10 C.E 1/10 23.9 0/10 T.O 0/10 T.O

#Best 20 19 16 5 8 1 3 2 34 18

assess the practical impact of CoupleFuzz, we examined whether the vulnerabilities corresponding
to the static reports for which CoupleFuzz generated PoCs had already been disclosed. After man-
ual verification, we found that 9 PoCs correspond to already disclosed vulnerabilities, while the
remaining 13 PoCs are for previously undisclosed issues. For the already disclosed vulnerabilities,
CoupleFuzz generated PoCs to enhance the quality of statically detected vulnerabilities by provid-
ing concrete evidence of exploitability. For the 13 newly discovered vulnerabilities, we reported
both the vulnerabilities and their corresponding PoCs to the respective developers. As a result, 6 of
these reports were confirmed by the developers, and 1 received a CVE identifier assignment.

4.2 Efficiency Evaluation on Option-Available Dataset (RQ2)

Traditional DGF datasets typically rely on program options that have been carefully selected and
validated by human experts. These expert-provided options are fixed for the duration of fuzzing,
allowing DGF tools to operate with high-quality option configurations. Consequently, DGF tools in
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these settings focus exclusively on mutating FI, without the need to discover or reason about OI.
However, the expert-provided options may not always be the most optimal for the target location. To
this end, we investigate whether CoupleFuzz can achieve comparable efficiency through its coor-
dinated OI and FI fuzzing when compared to DGF tools that leverage expert-provided options.

Option-Available Dataset Collection. We selected the dataset of DAFL [16] and filtered (1) 2
cases from the lrzip program, as it does not support dynamic taint analysis implemented by DFSan;
and (2) 15 cases that could not be reproduced by any baseline within 24 hours. To further enrich
the dataset and ensure diversity, we additionally selected projects (e.g., libtiff) that have been
used as benchmarks in both at least one DGF work [3, 9, 16, 19, 29] and at least one option-aware
GF work [18, 37, 38], ensuring fair comparison with existing baselines. This yields a total of 40
vulnerabilities, with their origins detailed in Table 3.

DGF Setup. To rigorously assess the impact of program options, we evaluate each DGF tool
under two configurations: (1) using the expert-provided options, and (2) using the default options.
This setup allows us to isolate and quantify the effect of expert-provided options on DGF tools.

Overall Result. As shown in Table 3, CoupleFuzz and DAFL achieve the best performance in 18
(45%) and 19 (47.5%) cases respectively, demonstrating their leadership in the evaluation. In contrast,
ProphetFuzz and ZigZagFuzz only achieve the best results in 1 (2.5%) and 2 cases (5.0%), respec-
tively. On average, CoupleFuzz achieves comparable efficiency to DAFL (with a slight speedup of
1.01×), while significantly outperforming ProphetFuzz and ZigZagFuzz with speedups of 3.4×
and 1.3×, respectively. Regarding success ratio, CoupleFuzz achieves the best results in 34 cases,
significantly outperforming DAFL (20 cases). This result is noteworthy; i.e., while DAFL relies on
expert-provided options curated for each vulnerability, CoupleFuzz automatically discovers effec-
tive option configurations through its OI-fuzzing module. Beyond achieving comparable efficiency
without manual effort, CoupleFuzz attains a significantly higher best success ratio (34 cases vs. 20
cases), demonstrating that effective PoC generation benefits from the coordinated mutation of both
OI and FI. Notably, when DAFL is limited to default options, it fails to generate 7 out of the 21 PoCs
that were successfully produced using expert-provided options. After applying the expert-provided
options, DAFL shows a speedup of 1.4× for PoC generation. Since neither WindRanger nor AFLGo
achieves the best performance in any case, their detailed results are provided at our website [5].
These results rigorously demonstrate that option awareness is crucial for the effectiveness and

efficiency of DGF tools. The efficient coordination of option input (OI) and file input (FI) mutation
in CoupleFuzz minimizes the overhead of exploring effective option combinations, allowing it to
match or surpass the performance of traditional DGF tools that rely on expert-provided options.
Thus, CoupleFuzz consistently achieves high effectiveness and efficiency without expert guid-
ance, while traditional DGF tools suffer significant performance drops without such inputs. This
underscores the practical value and superiority of option-aware fuzzing tool like CoupleFuzz.

4.3 Ablation Study (RQ3)

To gain deeper insight into the necessity and effectiveness of coordinating FI and OI module,
we conduct an ablation study to quantify the individual and combined contributions of each.
Specifically, we assess the impact of disabling either the FI or OI module (i.e., w/o FI and w/o
OI), as well as the selective instrumentation strategy (i.e., w/o Sele.), as shown in Table 2. To
further elucidate the individual contributions of the FI and OI module, we conduct a case study by
randomly selecting one vulnerability from each project in the option-unavailable dataset, denoted
as (PJ #1-10). For each case, we identify the seed with the shortest average distance to the target
location contributed by FI or OI mutations, and repeat this analysis for the w/o FI and w/o OI
variants. Here, the distance metric refers to the average executed path distance from the selected
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seeds to the target location, as detailed in Sec. 3.7. This experiment enables us to systematically
compare how each module influences progress toward the target across different projects.
Ablation Result Analysis. The results in Table 2 rigorously demonstrate the indispensable

role of the OI-fuzzing module and FI-fuzzing module. When OI-fuzzing is disabled (w/o OI), PoC
generation fails entirely for 21 vulnerabilities. In contrast, for 3 file-dominated vulnerabilities
where the default options are already sufficient (e.g., rizin-1), disabling OI-fuzzing leads to a slight
reduction in PoC generation time (11.0 vs. 12.7 hours). This suggests that, in scenarios where option
exploration is unnecessary, the overhead introduced by OI-fuzzing is minimal and does not hinder
efficiency. Thus, OI-fuzzing module is crucial for achieving comprehensive vulnerability coverage,
while its impact on performance is negligible when not required.

Similarly, removing the FI-fuzzing module (w/o FI) causes a substantial decline in performance,
resulting in PoC generation failure for 20 cases of our dataset. This outcome is expected, as the
majority of vulnerabilities require mutations to the file input for successful triggering, with the
notable exception of purely option-dominated cases such as libde265-1.

Additionally, disabling selective instrumentation (w/o Sele.) leads to a performance degradation
and the average TTE increases from 7.4 to 8.2. Moreover, in 3 cases (i.e., mp4encrypt-1, img2sixel-
1, and img2sixel-3), the ablated version fails to generate PoC within the time budget where the
full CoupleFuzz succeeds. Consistent degradation is also observed on the option-available dataset,
where w/o Sele. increases average TTE from 4.0 to 4.8 hours (detailed at website [5]).

Case Study. Fig. 5 shows the runtime of the w/o FI and w/o OI variants compared to the full
CoupleFuzz across different projects. The synergy between OI-fuzzing and FI-fuzzing modules is
essential for efficiently steering seeds toward the target location. As shown in Fig. 5, vulnerability
in PJ #1 exhibits a clear pattern: OI-fuzzing (blue line) first reduces the average distance to the
target, after which FI-fuzzing (red line) further advances progress. When either module is disabled,
this convergence either slows dramatically or stalls entirely, with no additional basic blocks (BBs)
discovered closer to the target. Conversely, for vulnerabilities PJ #3, 4, 5, 7 and 9, FI-fuzzing (red line)
initiates the reduction in distance, and OI-fuzzing (blue line) subsequently accelerates convergence.
Again, removing either module hinders progress. Notably, in case PJ #2 (option-dominated), omitting
FI mutation does not hinder progress while in case PJ #6, 8 and 10 (file-dominated), omitting OI
mutation does not hinder progress. Throughout the coordination process, we observe that the
relative contributions of OI-fuzzing and FI-fuzzing are not fixed; though FI-fuzzing generally plays
a larger role in distance convergence, the contribution from OI-fuzzing remains significant for
overall progress, as evidenced by the ablation results. This case study validates our core insight
that cross-guided fuzzing between OI and FI modules creates a synergistic feedback loop that
systematically drives executions toward target locations, demonstrating the practical effectiveness
of our coordinated approach in addressing the fundamental challenges of option-aware DGF.

4.4 Threats to Validity

First, our dataset is limited to C/C++ command-line programs and may not generalize to all soft-
ware benefiting from option-aware DGF. Programs with different option parsing mechanisms (e.g.,
configuration files) or vulnerabilities with different triggering conditions might exhibit different
performance. Second, CoupleFuzz adopts an incremental option exploration strategy that adds at
most one option at a time, enabling clear attribution of each option’s contribution and avoiding pre-
mature pruning. This ensures thorough coverage and reliable identification of effective options, but
may slow convergence for vulnerabilities requiring many options simultaneously (e.g., tiffcrop-1).
Third, our option-unavailable dataset is derived from CodeQL reports. As LLMs are increasingly
adopted for vulnerability detection [20] yet also suffer from high false positive rates [22], integrating
CoupleFuzz with LLM-based detectors is a promising direction to broaden its applicability.
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(a) PJ #1 (b) PJ #2 (c) PJ #3 (d) PJ #4 (e) PJ #5

(f) PJ #6 (g) PJ #7 (h) PJ #8 (i) PJ #9 (j) PJ #10

Fig. 5. Results for Our Case Study Vulnerabilities PJ #1–10

5 Related Work

Directed Greybox Fuzzing. Generating PoCs for vulnerabilities remains a fundamental challenge.
DGF addresses it by guiding test case generation toward specific target locations. AFLGo [2] pio-
neered this concept by incorporating control-flow distance metrics into the fuzzing process. Hawk-
eye [3] andWindRanger [9] enhanced AFLGo by providing more precise and informative feedback
for computing control-flow distances. Beyond distance-based approaches, several specialized tech-
niques have emerged. ParmeSan [32] incorporates sanitizer-guided bug coverage to improve target
reachability. Beacon [13] employs reachability analysis to terminate inputs that cannot reach the
target location. Recent advances have focused on selective instrumentation strategies, e.g., Select-
Fuzz [31] and DAFL [16]. These DGF approaches share a critical limitation, i.e., they ignore the role
of program options in determining execution paths. Tofu [39] represents the only existing work
that explicitly considers option knowledge in DGF. However, it suffers from the same challenges
that plague option-aware GF tools, and it is not publicly available.

Option-Aware Greybox Fuzzing. Current option-aware GF tools lack effective reasoning about
which options are relevant for reaching target locations. Document-based tools [17, 36, 37, 43]
extract options from documentation, which may be incomplete and irrelevant for target locations.
Though code-based tools [38] extract options from source code, they can still includemany irrelevant
options that cannot influence the semantic toward target locations. As a result, these tools often
waste substantial computational resources selecting and mutating ineffective options that have
no impact on triggering the vulnerability. Moreover, these tools struggle to effectively coordinate
option fuzzing and file fuzzing to target location, leading to inefficient PoC generation.

6 Conclusions

This paper presents CoupleFuzz, a novel option-aware directed greybox fuzzing tool that addresses
the critical but under-explored challenge of configurable options in PoC generation. Our evaluation
demonstrates that CoupleFuzz significantly outperforms existing DGF tools in PoC generation.

7 Data Availability

All the datasets and code are available at our website [5].
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